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1 HASP hardware dongle

HASP hardware dongle

The HASP hardware dongle, is a piece of hardware that comes in various interface types USB,
Parallel, PCI etc. and various hardware types HASP HL Pro, Max etc. This document deals only with
HASP HL Pro USB, which is the version that we currently use.
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Introduction

Introduction

Before any actions can be carried out with the dongle, the software that is part of the Development Kit
must first be installed. This can be found on the Production drive of the NovaTec server, in the
directory HASP Dongle. If there are any sections not described in detail in this document, then do not
use them. They have been deliberately excluded, as they can result in destroying / invalidating the
master dongle.

Note
When working with any of the HASP applications, the master dongle must always be connected to the
PC!

Dongle hardware

The actual dongles are kept in the production department, under the control of Frau Bachmann.
The PC developer has one dongle to test the NMS with. He also has the master dongle, which is
required when creating a PC software release.

PaHa has one dongle to test with.

Documentation
Any documentation is on the company network drive "doc" in the directory NMS Dongles.

Software
The software is under the control of Herr Keyhani (mike), and must be released from him to install.

Installation

To install the Alladin software, insert the CD, navigate to the Windows directory, and start the
application setup.exe. Follow the onscreen instructions to install the application(s). Please use the
standard directory structures suggested by the setup program!

Once the applications have been installed, navigate to the network drive doc, navigate to the directory
NMS Dongles and copy the file Novatec.hvc to your local hard drive in Programme\Aladdin\HASP
HL\VendorCodes.
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1.2 HASP HL Vendor Center

HASP HL Vendor Center

The HASP HL Vendor Center is the main application for dealing with programming the HASP dongles.

® HASP HL Vendor Center 1.30 M =3

File

H A S P @ | Get latest software updates
REINVEMNTING SOFTWARE PROTECTION & LICENSING

| HASP HL Tutorial 1.30

Envelope —

Stmng protection in seconds
. "l \l
Live HASP HL per®”

Factory

HASP HL programming tool and
license update generator

ToolBox
Source code generator and
HASP HL API tutorial
Aladdin
PiE HL varsion 1.30 Aladdin Knowledge Systems Litd. 985-200E. All Rights Raserved SECURING THE GLOBAL VILLAGE

This application has three main sections:

Envelope
This is used to protect an application (in this case the NMS) with a generic dongle protection.

This should only be carried out by the PC application developer.

Factory
This is used to create and write the license information to the HASP dongle.

ToolBox
This is used to test and write code using the HASP API. This should only be used by the PC
application developer.
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1.2.1 Envelope

Envelope

If you need help to work with the HASP Envelope, and you are looking here, then you should leave it
alone, and contact someone who knows what they are doing.
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1.2.2

Factory

Factory

The HASP HL Factory application, is where the license information is written to a dongle, or used to
create a remote upgrade file for an end user.

&" HASP HL Factory

File Actions Tools Help

‘25 BE £ Aladdin
Mavigation Pane

B atches

] Dnders

Factory
HASP @

REINVENTING SOFTWARE PROTECTION & LICENSING

#Aladdin

SECURING THE GLOBAL WILLAGE

To use the application, the master dongle must be connected!
Click on the small '+' plus icon in the left hand pane, to expand all the batches.
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Here the various batches are listed. The DEMOA batch does not concern the normal usage of this
application, and is only for development and testing. The NovaTec batch is the batch that is to be used

for writing the license information to the dongles for the NMS.

&" HASP HL Factory

File Actions Tools Help

=5 TR

£® Aladdin

Mavigation Pane

-4 DEMOMA,

Q‘is. Features

# Packages
= MovaTec

Q‘is. Features

# Packages
] Diders

HASP@

REINVENTING SOFTWARE PROTECTION & LICENSING

Factory

#laddin

SECURING THE GLOBAL VILLAGE

NovaTec

This is the batch configuration for the NovaTec HASP dongles.

Mavigation Pane

=B ahches Hame |N0vaTec
= §7 DEMOME, Batch Code ||FZAG
& Featues Description | 1136

:§Packages

i Features

#Packages
g Orders
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Features
These are the available features for this batch.

Mavigation Pane Prograrm Mumber M ame Description
=l r=uBatches 1 Standard feature Standard feature. Required by all MovaT ec applications.
=47 DEMOMA,
r;'EFeatures
%F’ackages

:ﬁpackages
- Orders

Packages
These are the available packages for this batch. As you can see, the packages correspond to the

number of licenses that a donlge should have.

Mavigation Pane Mame Drescription MNo. of Features | Memory Image Mumber
=)= B atches 1 MM5 License Allows 1 instance of the MMS 1 1
= 4= DEMOMA 2 MMS Licenses Allows 2 instances of the NMS 1 1
1:='_"?Features 4 MMS Licenses Alloves 4 ?nstances of the NMS 1 1
:E?F'ackages EMMS Licenses  Allows B instances of the MMS 1 1
- B M5 Licenzes  Allows 8 instances of the MMS 1 1
=47 NovaTec
1:='_‘?Features
<] Orders
Orders

Here the orders are created to write to the dongles, or to created remote update files for dongles
that are already at a customer site.

Mavigation Pane Batch Batch Code | Mame Comment Created HaSF D Target
=-rmuB atches MovaTec  IRZ4AG Example order A example order for the help 18102006 17:51:23  Any Connecte. ..
=47 DEMOMA
{"_?Features

:EFF'ackages
=47 NovaTec

-tﬁzFeatures

:gPackages

For more information see the individual sections.
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1.2.2.1 Batch

Batch

Batches are used in HASP HL Factory to define features, packages and to execute orders. A batch is
always associated with one master dongle.

Mame Movalec

Batch Code |IH2AG
Description | 51195

Name
The name given for this batch.

Batch Code
This is the code, that the master dongle has.

Description
The default description created when the batch was created.
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1.2.2.2 Features

Features

A feature is a functionality of a software application that can be independently controlled via a license.
In the HASP HL system a feature can be an entire application, an executable file or a specific
functionality. For the NMS system, there is only one feature defined, and only (at the moment) this
feature is to be used.

Frogram Mumber Mame Dezcription
1 Standard feature Standard feature. Required by all MovaT ec applications.
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1.2.2.3 Packages

Packages

A package is any combination of the following elements:

o Features defined with particular licensing behavior.
¢ Data that is written to the memory of a HASP HL key.

Packages are defined in the HASP HL Factory application when licensing protected applications.
Together with features, packages are licensing elements used to facilitate the process of producing

licenses for protected applications. HASP HL Factory enables you to define and manage packages.
For the NMS, there are 5 packages defined.

Mame Dezcrption Mo, of Features b emary Image Mumber
1 MM5 Licenze Allowz 1 instance of the NS
2 MMS Licenses Allowsz 2 instances of the MMS
4 NMS Licenses Allowsz 4 instances of the MMS
B MMS Licenszes Allowsz B instances of the MMS
8 MNMS Licenses Allowz 2 instances of the MMS

S S U S
S S U S

Name
The name given to the feature.

Description
A description of the package.

No. of features
The number of features that have been assigned to this package.

Memory Image Number
The number of memory blocks that have been used in this package.

1 NMS License
Allows one instance of the NMS to be started.

2 NMS Licenses
Allows two instances of the NMS to be started.

4 NMS Licenses
Allows four instances of the NMS to be started.

6 NMS Licenses
Allows six instances of the NMS to be started.

8 NMS Licenses
Allows eight instances of the NMS to be started.
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1.2.2.4 Orders

Orders

An order is licensing data that is transferred to a HASP HL key. Licensing data includes modification to
the way protected features are controlled and modifications applied to the memory of a key. Orders in
HASP HL Factory have three possible forms:

e Orders that can be applied to any HASP HL that meets your licensing requirements. These
orders are applied to 'empty" license containers within HASP HL keys. When applying such
orders, you initialize the connected keys.

¢ Orders that contain updates for specific HASP HL keys. If the keys are available you can use
HASP HL Factory to apply the updates directly to the keys.

e Orders that contain updates for specific HASP HL keys. If the keys are available you can use
HASP HL Factory to apply the updates directly to the keys.

¢ Orders that contain updates for specific HASP HL keys which are currently deployed and not
available. These orders are applied via the HASP HL Remote Update System.

Orders are tracked in the internal HASP HL Factory database and are no longer displayed once they
are executed.

Batch Batch Code  Mame Comment Created HaSF D Target
MovaTec |RZAG Ewxample order An example order for the help 13102006 17:51:29 Ay Connected ...
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1.2.2.5 Creating alicense

Creating a license

This is a step by step explanation of how to create a license on a dongle, for use by a customer. For
the example, we will assume the following:

The customer requires 6 NMS licenses, 4 NMS instances running on one PC, 2 NMS instances
running on another PC. This requires that we deliver two dongles.
The customer is not "upgrading" and therefore we have the dongles that are to be written two.

First we must create two "orders". Select Orders from the left hand pane, and click the right mouse
button in the right hand pane and the following menu will appear

i =

@ Orders

CEe|+M

B Edit Order Chrl+E
[#] Delete Crder CErl+Dr

Duplicate Order  Crrl+0
8z Execute Order  Chrl+o

Select New Order from the menu and the Order Editor will be shown

© 2008 ... NovaTec Kommunikationstechnik GmbH
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,.!; Order Editor

File  Actions

R L@Ar

Batch [ NovaT ec v HASF 1D
tame | |

Degcription

Target Fequest acknowledgement

[4 Description of the HASP HL key]
Pozzible Hardware |HASF‘ HL Pro, HASP HL Max, HASP HL Time, HASF HL Met 10, HASF HL Met 50, HASF HL Het 260+

Pragrann Huriber Feature Licensze Form Licenze Result

Features |Memor}l |

After clicking the right mouse button in the right hand pane, the dialog as shown above will appear. As
we are creating license information for the NMS, leave the Batch setting as it is.

Enter a name for this order, for this example we will enter 4 Instance NMS. As a description, we will

enter 4 License NMS dongle. Then, in the bottom window, click the right mouse button and the
following menu will be shown:

Add Package CEr|+P

=3 Add Feature Chrl+F
B2, Edit Feature Licensing  Chrl+E
[#] Delete Feature Chrl+D

Choose Add Package and the Choose Package dialog will be shown.

© 2008 ... NovaTec Kommunikationstechnik GmbH
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&" Choose a package

Pleaze chooze a packaage from the list which features should be copied inta the current arder.
E=] Comrment
1 HMS Licenze Allowz 1 instance af the NMS
2 MMS Licenzes Allows 2 instances of the HMS
4 MMS Licenszes Allows 4 instances of the MRS
G MMS Licenzes Allowsz B instances of the HMS
B MMS Licenzes Allowz 8 instances of the HMS
k. l ’ Cancel

From this dialog, choose 4 NMS licenses and click OK. The dialog will close and the Order Editor will

reappear.

© 2008 ... NovaTec Kommunikationstechnik GmbH
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Frogram Mumber Feature Licenze Form Licenze Result

1l Standard feature Counter Activations Unlimited

As you can see, the Package 4 NMS Licenses has been added to the Order. Click on the Memory tab
at the bottom of the window

Features b emory

and the information that is to be written to the memory of the dongle will be shown

Length |32

00 01 02 03 04 05 O 07 OB 09 04 OB
0x00 [Bc 9f be 3s dd fo 2d 92 24 7o 39 oF L ERTi- L 5|94
0=0C |57 3f db df 8f 9f 3= a0 26 72 29 07 wrlE . > Ar).
Dxl18|dd4 51 45 62 0a 3 fb 38 OCHE . Aas

Do not change any of these settings!

Click the Save icon in the toolbar

File #Actions

Bat MowaT

M amne 4 |ngtar

and then the Close icon on the dialog

ERiiwdvmlE L

The main window will appear, and we can add the order for the two license NMS. To do this, carry out
the steps explained above, but instead of adding the 4 NMS Licenses package, add the 2 NMS
Licenses package.

© 2008 ... NovaTec Kommunikationstechnik GmbH
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Now both orders are complete, and are ready to be carried out. The main window should now contain
both orders as shown below.

Batch Batch Code | Mame Comment Created HASPID | Target
MovaTes IRZAG 2 Instance MM5 2 License M5 dongle 13102006 17:13:35  Any Connected
MovaTeo  |RZAG 4 Instance MMS 4 License MMS dongle 19102006 10:42:38  Any Connected

Now you must connect one hardware dongle to the PC, and make sure that the master dongle is also
connected. Select the 2 Instance NMS order, and click the Execute order icon from the toolbar

'_k Ex 'f:?".l'(k{'
J Bat e Cornrnert Created HaSFID  Target

iyl ecdte Order (OO Wi ™5 Ticanse NMG, dongie T TE S0 T R Eonnesied

MovaTec  |RZAG 4 Inztance NMS 4 License HMS dongle 19102006 10:42:38  Any Connected |

A dialog will appear showing the current status of the dongle writing process...

Executing Order

State |Eheu:k connected hardware. .. |

TTTTTTIT |

Log

Save Log... ()4
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Once complete, a dialog like the one shown below will appear

Executing Order

State |Heau:|_l,l. |

Lag

Succeszfully applied order writing into ke (10 1604032043).

Once the process is complete, click the OK button and from the main window click the View connected
HASP HL key icon

File Actions Tools Help
26|08 0 ARK
Navb?atiu:un Fane |
= +{¥iew connecked HASP HL key|

=87 DEMOMA

%j. Features
AP ark anes

The key properties dialog will be shown. Make a note of the HASP ID, as this must be entered into the
Excel table, so that you can keep track of the dongle. It may also be prudent to enter this number in
any billing information that the customer receives.

g™ Key Properties

Batch |N|:|\-'aT EC |

M ame |2 |nztanice MdS

HASF D |AEIEE Hardware |H.ﬁ.SF' HL Pro
Frogram Mumber Feature Licenze Farm
1 Standard feature Counter

Once you have made a not of the HASP ID, close the dialog ( clicking the OK button), remove the
dongle, and carry out the steps explained above for the next dongle.

© 2008 ...

NovaTec Kommunikationstechnik GmbH



19 HASP hardware dongle

1.2.2.6 Remote update

Remote update

This is a step by step explanation of how to create a remote license to update a dongle that has
already been delivered to a customer. For this example, we will assume that the customer wishes to
upgrade a 2 NMS License to a 4 NMS License. As part of the NMS installation package, the remote
update file Novatec Remote License Update.exe is installed in the same directory as the NMS
software. The customer must start this software, on the same machine on which the dongle is
connected to. He is to follow the instructions in the application, and send the file that this application
creates to you, so that you can create a remote update for that customers dongle.

© 2008 ... NovaTec Kommunikationstechnik GmbH



HASP hardware dongle 20

Customer actions

The customer must start the application Novatec Remote License Update.exe on the machine on
which the dongle is connected to.

& HASP HL RUS

iCallect Key Statuz Information; | Apply License Update

Remote license update application

[F pwou wizgh to update the current icenze, chooze the tab Collect Key Status
Information, connect the license hardware to the computer and click the button
Collect information and fallow the on zcreen instructions. Once completed, send
the generated file to the HowvaT ec_supportisinoy atec. de

[f you have already recieved your icense update infarmation, chooze the tab Apply
Licenze Update, Select the update file that was zent to you, connect the licenze
hardware to vour computer, and click Apply update and follow the ongcreen
inztruchons.

MovaTl ec Kommunikationstechnik GmbH
Technologiepark 9

300 Paderbarn

Fermary

Tel +4535251-1583-0

Fax: +49 52511585911

. noyatec, de

Collect infarmation

The customer should click the button Collect information, the customer will then be asked where the
key status is to be saved. This key status, is the file that he must send to you, to receive a remote
update. Once the key status has been saved, the dialog will show this...

11:37:29:

K.ep statuz retrieved from HASP successfully.
| nformation written to file C:/0okumente und
Einstellungen/FhBe/Deskiop/test. c2v.

Collect infarmation

Once the customer has sent this key status file to you, open the HASP HL Vendor Center, and choose
the Factory application.

© 2008 ... NovaTec Kommunikationstechnik GmbH
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Once you have started the Factory application, choose the icon View C3V file.

File Actions Tools Help

&5 TRE AR B
Navigatin:lff‘?F'ane
B PN |
W DEMOME,
7 MovaTec

4 Orders

Select the key status file that the customer has sent to you ( *.C2V) and the following dialog will be
shown.

© 2008 ... NovaTec Kommunikationstechnik GmbH
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g Key Properties

Batch |N|:|\-'aT eC |

M arme |2 Inztance MMS |
PR ol T 504032045 Hardware [HASP HL Fro |

Program Mumber Feature License Faorm License Terms
1 Standard feature Counter Activations: Unlimited

Features |Memu:ur_l,l |

You must check the HASP ID against your records, to ensure that this dongle is really the 2 NMS
License dongle that you originally delivered to the customer! Now click the button Create Update

Features |I'-.-1Emu:ur_1,I |

|Creates order to update key

© 2008 ... NovaTec Kommunikationstechnik GmbH
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The Order Editor dialog is shown, and displays the original license data that is contained in the key
status file that you have opened.

,.!; Order Editor

Fil=  Actions
T=HEIERAT T T Y=
Batch Maovalec

I arme: |2 Instance MMS

S[=E

HASP ID 1604032045

Description

2 Licenze MMS dongle

e e g

Target Connected Key |+

[] Reguest acknowledgement

Possible Hardware |Hﬁ3«SF' HL Pra

Program Mumber Feature

License Form Licenze Result

1 Standard feature

Counter Activations: Unlimited

Features | M ermory

The first action you should carry out, is to change the Name and the Description to match that of the
update information. Then the Target property should be changed to Executable.

Target

Poszible Hardware

Program Mumber

1

Connected ey W

IIndefined
Connected key
WaC

[] Reque:

Feature

Mandard feature
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The next step is to select the feature, click the right mouse button, and from the menu that appears
select Delete feature.

Program Mumber Feature Licenze Farm Licenze Result
Standard feature " Activations: Unlirmited
&% add Package Chrl+P
Add Feature Chrl+F
ﬂ Edit Feature Licensing  Chrl+E

Delete Feature Chrl+D

Then, click the right mouse button within the window, and from the menu that appears select Add

Package.
4 [REeE G

Add Feature Chrl+F
B3, Edit Festure Licensing  Ctr4E
[Z] Delete Feature Chrl+D

From the Choose a package dialog, select 4 NMS Licenses and click OK. A dialog box will appear,
which you can safely dismiss with OK

&" HASP HL Factory

& The added package will overwrite wour changes in memary,

Then click the Save icon in the toolbar.

File #Ackions

H B &

B3 cave (] LT
M arne 4 [nztar

Then click the Execute Order icon in the toolbar

File Ackions
A" | *_1% 8 A
Batch T

|E:<eu:ute Crder {CtrI+O}|—
M ame |4 [hztance M5

© 2008 ... NovaTec Kommunikationstechnik GmbH
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A dialog will appear, showing the current status of the procedure, and once complete, will show the
location of the update file that has been created.

Executing Order

State |Heau:|_l,l. |

Log

Succeszfully applied order writing update file [C: /Programme/dladdin/Ha5P
HL Y endorT oole Y endorCenterdy 2001 7_4 Instance M5 exe).

This file can be renamed (if required, for example update_4 nms.exe) and sent to the customer. The
customer needs to run this file on the same PC that the dongle he wishes to update is connected to.
This update file is only valid for the dongle that he requested an update for.

& HASP HL RUS FEX

i&pply License Update:

Remote hcensze update application

%3

Connect the license hardware to the computer and click the buttan
Apply update and follove the on zcreen instructions. Onece completed,
wawr licenze infarmation has been updated. [F you have any questions of
problems regarding the update, pleaze contact zupporki@noyatec. de

HovaTl ec Kommunikationstechmk GmbH

Technologiepark. 9

3300 Paderbarn

Germary

Tel 0049 5257-1583-0

Fax: 0045 5251-1589-11 —

Hoval ec on the 'Web w

Apply update

He should follow the on screen instructions to carry out the update.

© 2008 ... NovaTec Kommunikationstechnik GmbH
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1.2.3 ToolBox

ToolBox

26

If you need help to work with the HASP Toolbox, and you are looking here, then you should leave it

alone, and contact someone who knows what they are doing.
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