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1 Introduction — What can be secured with NovaTec
systems?

NovaTec gateways provide secure communication channels for all three instances (Maintenance, SIP,
CallHome).The connection via SIP is secured with TLS. The VoIP channels for speech and/or data transfer are
encoded with sRTP. In addition to this all connections for configuration and maintenance of the gateways can
also be secured with TLS.

The systems use SSL certificates with X.509 standard to verify the authenticity and integrity of the
communication partner. These certificates can be generated respectively signed with the NovaTec certification
tool “TI-CA”, the NovaTec Administration and Management Element Server (NAMES) or by third parties.
Certificates may also be signed via SCEP.

Important: After activating TLS the unsecure access to the systems is blocked. All access requests via V24/UB,
ISDN and IP (such as HTTP or TELNET) are denied.
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2 Overview — Handling certificates

The tools and procedures as described in this document serve to establish encrypted connections between two
partners. Next to the secured speech and data transfer via IP connections with sRTP the following regards the
protection of communication channels with TLS. This protocol conducts the necessary exchange of keys and the
optional authentication of both of the communication partners with help of certificates. Authentication =
Identification of the counterpart by its certificate.

For SIP connections between two gateways or for instance for the connection of the NAME server to a gateway
a TCP connection is established first.

SYN

A 4

SYN+ACK

A

ACK

A 4

Via this TCP channel the TLS handshake protocol is then executed.

The following examines especially the exchange of the certificates.

\ 4

The client sends a CLIENT_HELLO to the server.

 SERVER_HELLO

The server answers with a SERVER_HELLO which contains i.a.:

Certificate — The server always send its certificate.

*Certificate Request — Optional demand: CLIENT, send your certificate so that
I might verify it.

\ 4

The client answers:

*Certificate — The client sends his requested certificate.

Client Key Exchange

*Certificate Verify — The verification of the server certificate is optional.
Change Cipher Spec

Encrypted Handshake Message

A

The server completes the protocol successfully. The connection is now secured
with the exchanged keys. Client and server have verified themselves.

Change Cipher Spec

Encrypted Handshake Message

Steps marked with a * are optional. These depend on configuration.

DB.HBTLSSRTP-.NT As of May, 2™ 2014 5/93

Copyright 2014 NovaTec Kommunikationstechnik GmbH



Operating manual

Installations-/Konfigurations- Handbuch TLS und sRTP

Version 3.5 (Final)

NS
SIS

Configuration settings concerning the role during TLS connection.

Configuration points of the
gateways

TLS CLIENT

TLS SERVER

Maintenance

Client authentication

CallHome

Server authentication

SIP

Server authentication

Client authentication

Configuration points on TLS CLIENT TLS SERVER
PC side
Maintenance Server authentication
CallHome Client authentication

The initiator of a TLS connection, the CLIENT, can verify the SERVER certificate which the SERVER sends to the
CLIENT. This verification, e.g. for SIP, is activated with the configuration point ,Server-Authentication®. For SIP
this point is found under - ,System IP options" - ,TLS Security® - tab ,SIP" (see Picture 1 - Server- / Client-
Authentication). If the box ,Client-Authentication" is checked here, the server will demand the client certificate
for assessment. In contrast to the instances ,Maintenance" and ,CallHome" the gateways assign both roles
when in SIP mode. If a TLS secured call is built up by a gateway, the gateway is the client. If a SIP call arrives
at a gateway, it is the TLS server. For a maintenance connection a gateway is always the server as the other
party, e.g. NAMES or TI-CA, begins the buildup of the TLS connection. In contrast to this the gateway is in the
role of the TLS client as soon as it builds up a “CallHome" call. Accordingly for “CallHome” only ,Server-
Authentication" can be activated.
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Configuration of the three instances
MovaTec - Security-Management
"Maintenance  SIP | CallHome I
—General TLS Settings for SIP
Security Method: ITLS\H j Cipher Options... |
Serverduthentication: W
Llent-Authentication:
— Certificate - Management for SIP
Create certificate-request... | F C5R exists. |
Select S5L venfy depth Ima:-: depth =2 ﬂ
Impart SIP-Ca-file. . | '— Mo Ch-certificate imported yet. Showe Eerl
Default... |
Picture 1 - Server- / Client-Authentication
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2.1 TLS connection establishment in overview

CSR
Certificate Signing Request
Zertifikatsanforderung

A ﬁ CRT
e Certificate

— Wy Zertifikat
— N

Root-CA-Certificate
Wourzelzertifikat

CA
Certification Authority
Zertifizierungsstelle

Private Key
Privater Schliissel

I L) 50| (s8] Q]

Certificate Trust List
Liste vertrauenswiirdiger Zertifikate

Picture 2- Explanation of abridgment diagrams
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2.2 Installing the TLS certificate in the gateway

1. Flr einen NovaTec Gateway wird eine Zertifikatsanforderung (CSR) konfiguriert.
2. Ein CA-Zertifikat wird in die Trust Liste des Gateways importiert (Konfiguration).
3. Nach einem Reset erstellt der Gateway aus den Konfigurationsdaten die CSR.

4. Diese CSR wird von der Zertifizierungsstelle mit dem CA-Zertifikat signiert.

5. Der Gateway erhdlt sein Zertifikat.

NovaTec Gateway

CA-Zertifikat

Gateway importiert
CA-Cert in Trust Liste

erstellt priv. Key + CSR

Privater Schlissel  Zertifikatsanforderung

Zertifizierungsstelle

/. gibtCSRan CA

1]

CA signiert CSR

gibt signiertes Zertifikat .

Zertifikat zuriick

Picture 3 — Creation of a TLS certificate of a gateway
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2.3 TLS connection establishment with one certificate authority

Eine Zertifizierungsstelle hat die Zertifikate beider Gateways signiert.

In der Trust Liste beider Gateways ist das CA-Zertifikat dieser CA gespeichert.

Da in beiden Gateways die Server-Authentication (*) & die Client-Authentication (**) konfiguriert ist,
pruft jeder Gateway das Zertifikat der Gegenstelle.

Der Server sendet regular sein Zertifikat an den Client,

und fordert dessen Zertifikat an, um es zu prifen.

Mit dem CA-Zertifikat in der lokalen Trust Liste, kann die Vertrauenswiirdigkeit der empfangenen
Zertifikate verifiziert werden.

NovaTec Gateway A yB
—— ——=
- (o E:; °

CLIENT_HELLO
| >

SERVER_HELLO, Server Certificate,

Certificate Request ** ]
e e
Priift das :’

Zertifikat des Servers *
gegen seine Trust Liste

] Client Certificate
LiEY )
S

Priift das angeforderte
Zertifikat des Clients **
gegen seine Trust Liste

< SERVER_DONE
|

TLS-Verbindung ist aufgebaut.

Picture 4 — TLS connection establishment and one CA
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2.4 TLS connection establishment with two certificate
authorities

Die Zertifikate beider Gateways sind von zwei unterschiedlichen Zertifizierungsstellen signiert worden.
In der Trust Liste der Gateways ist neben dem eigenen auch das fremde CA-Zertifikat abgelegt.

Da in beiden Gateways die Server-Authentication (*) & die Client-Authentication (**) konfiguriert ist,
pruft jeder Gateway das Zertifikat der Gegenstelle.

Der Server sendet regular sein Zertifikat an den Client, und fordert (**) dessen Zertifikat an,

um dieses zu prifen.

Zusammen mit dem TLS-Zertifikat wird jeweils das eigene CA-Zertifikat als Zertifikatskette gesendet.
Mit dem externen CA-Zertifikat in der lokalen Trust Liste, kann die Vertrauenswurdigkeit der
empfangenen Zertifikate verifiziert werden.

CLIENT_HELLO 1
>

NovaTec Gateway A
SERVER_HELLO, Server Certificate,

_* * i
|
Certificate Request **

Priift das E ﬁ, ‘\»‘rj
¢ R

|

|

Zertifikat des Servers * »
gegen seine Trust Liste

— E\ﬁ Client Certificate ‘
® _:’ | >

< SERVER_DONE
|

TLS-Verbindung ist aufgebaut.

()
1

Priift das angeforderte
Zertifikat des Clients **
gegen seine Trust Liste

Picture 5 - TLS connection establishment with two CAs
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3 Preliminaries

3.1 Activating encryption in NovaTec systems

3.1.1 Up to NMP version 00.07.03.00

Up to NovaTec NMP-Version 00.07.03.00 the separate TLS license “tls.lic” is necessary next to the firmware
license, if you want to activate TLS/sRTP for the system.

Ask NovaTec for the TLS license. After you have received the ,tls.lic" file from NovaTec , please open the
configuration of your system with NovaTec Configuration (from version 7.2.0.4) and upload the TLS license.

License. ..
Show licensed MAC s, .,
Reload license, ..

a MNovaTe

c-2vskem
[:l MIF (MovaTec Internet Pathfinder)

[:l COperating parameters Chooze Syatem
I:l Call home settings
-1 Advanced Least Cost Riouter Spztem-Chazsiz 56 j

Mew choice |

Picture 6 — loading the firmware license
Afterwards please select ,System IP options" in the configuration program.

Choose ,,Enable Security"™ at the bottom right and enter the path to the saved file ,tls.lic”. Confirm the shown
notifications.
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File Wiew Corfiguration data Encryption Extras Licensing Prink  Help

SRS E A

=[] MowaTec-System
----- E] chassis
----- E] Interfaces
----- [E] Universal Settings of 1SDN-fAnalogue-Interfaces
[]---[:I System access control
[—:Ia Syskern IP options
: @ DMS servers
[E] Awvailable IP services
E Syskern MAT mapping
i [E] EMUM servers
-] Mumbering plan
----- [E] <all data profile
-2 Trunk group
-] Master | Slave settings
- Synchronisation
-] D551 - 1TRE conversion options
[
£

t/-[_] Frame Relay

(] Fixed connections

----- [E] B Channel permissions
[#-[Z] Protocol Settings

----- @ Options

t-_] Subscriber

71 Line group

i1 Call take aver

t-[_] Call back settings

(] CLIP Masquerading

----- E B-channel ko B-channel
..... @ MLPP

E]---D MIP {MovaTec Internet Pathfinder)
-] Operating parameters
#-[_] Call home settings

[e-(Z] Advanced Least Cost Router

T e e e ]

Picture 7 - TLS license is loaded

HovaTlec - System IP options

Local IP-&ddress

I 192 0168 127 . 254

Subnet mask 285,285 0 .0

Gateway 192 168 . 1 254

DSCP IU
MTU |1400

— |P-Option:
DHCP-Options |DHEF' off =]
DHCP starts optional app Ifo j
Local Mame
Local Domain Inovatec. zip

Extermal Gateway |P-Address o.o0.0.0
Public name I
Mon masqueraded P 0o.0.0.0
addrezzes mask [WPMN)

—%LAM-T agging

[~ WLAM-T agging On/ OIf

YLAN-D Jo

Pricrity [VL&N) Jo

— Tranzpart Layer Security [TLS)

Enable Security ...

[izable Security..

Licenze is loaded

3.1.2 From NMP-Version 00.07.03.00

With version 00.07.03.00 a new license management for the protection of the firmware has been introduced. If

required you receive your firmware license including activated option “TLS allowed”. Please upload your

firmware license anew (see chapter 3.1.1 above).

After you have done this please select ,System IP options" in the configuration program.

Now press button ,Enable Security™ at the bottom right.

As soon as the box ,License is loaded" is checked, TLS and sRTP are activated.

In the left part of the window now the new node , TLS Security" is shown within the context menu under the

folder “System IP options” and the folder ,sRTP encryption options"

is generated.

DB.HBTLSSRTP-.NT
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File ‘“iew Configuration data Encryption  Extras Licensing Print Help

SEEENEEER]

HovaTec - System
----- [E] Chassis
..... [E] Interfaces Choese Spstem
----- [E] Analogue Interface-Configuration
----- [E] Universal Settings of ISDM-fanalogue-Interfaces |System-Ehassis SE j
-2 System access contral
=27 System IF options

E DMS servers
- [E] Avalable 1P services

[E| Svstem NAT mapping Mew choice |

i [E] Call data profils

|:| Trunk. group

-0 Master | Slave settings

|:| Synchronisation

[:I D351 -» 1TRE conversion opkions
|:| Frarmne Relay

[:I Fixed connections

i [E] B Channel permissions
-2 Protocal Settings

----- [E] options

-2 Subscriber

|:| Line group

-0 Call take over

|:| Call back settings
-2 CLIP Masquerading

o [E] B-channel to B-channel

Picture 8 - TLS Security is licensed

Attention: After the TLS license is uploaded and, in case SIP was configured, some adjustments are made
automatically. In the past these had to be made manually. Please check the following adjustments (see also
chapter 4.2.4 ff.):

1. ,System IP options” = ,Available IP services”: A TCP/IP service for SIP via TLS with port 5061 is installed.

The services HTTP and TELNET can now no longer be activated due to security reasons.

2. ,NIP* > ,SIP* > ,Mapping lists* > ,User mapping": Port 5061 is added to the user IP address.

3. ,NIP" - ,SIP* > ,Mapping lists" > ,Local mapping": Port 5061 is added to the registered IP address.
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3.2 The TraceInfo-CA

The NovaTec PC application , TraceInfo CA" is a certification authority ( abbreviation: CA). With this CA
certificates can be generated and signed.

To start this application a NovaTec dongle is obligatory. Alternatively NovaTec can
generate and sign the certificates online.

Please ensure, that only one dongle (e.g. NMS, TI-CA) at a time is connected to the
local USB port.

TI-CA requires full access to the file ,ticalic.enc" on all types of system software. Please find an example for the
configuration on a Windows 2008 server below.

. = Computer = Lokaler Datentréger (C:) = MowaTec - Traceinfo CA 1.6 - licence

- ml I licence durchsuchen

Organisieren »  In Bibliothek aufnehmen = Freigeben fir ~  Meuer Ordner == o« Ol I@l
S Favorken Mame « I Anderungsdaturm | Tvp | Grifie |
kicalic. enc 03.01.2012 17:537 EMC-Diakei 1KEB I
.- Bibliatheken
B Eigenschaften von ticalic.enc E3
1% Computer .Allgemein Sicherheit | Detailsl Vorgéngerversionenl

‘:'_‘7' Lokaler Datentrager (C:)

4 DVD-Laufwerk (D:) 05_4629.01 Objektname:  C:AMovaTechTraceinfo CA 1.B\icencehticalic. enc

Gruppen- oder Benutzemamen:

ﬁi Metzwerk,

Sicherheit |

Klicken Sie auf "Bearbeiten”', um die
Berechtigungen zu andermn.
Berechtigungen fir “Adminiztratoren’

Objektname:  C:AMovaTechTraceinfo CA 1.6\ icencehticalic.enc

Zulazsen Gruppen- oder Benutzernamen:
5

“Wollzugriff
Endem
Lesen, Ausfiibren

Lesen
Schreiben

Spezielle Berechtigungsn Hinzufiigen... |

1 Elernent Klicken Sie auf "Enueitert”, urn spezielle Berechtigungen fiir "ddminiztratoren’
Berechtigungen anzuzeigen. | ulaszen ]

Lh

Weitere [nformationen uber Zudiffssteuerung und B Wallzugriff
Andern
Lezen, Ausfiihren

OEEEE
Ooooono

Ok Abbrechen Lesen
Schreiben t
‘weitere [nformationen Liber Zudriffssteuenung und Beréchtigungen
al'8 I Abbrechen | [bermehmen |
Picture 9 — Configuring TI-CA authorizations
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3.2.1 The basic capabilities of the TraceInfo-CA

3.2.1.1 Creating a CSR

Creating a certification request (CSR) including the password secured private key:
1) Self-signed ROOT-CA certificate plus CSR and 2048 bit key
2) Maintenance-CSR with 1024 or 2048 bit key

3) Call[Home-CSR with 1024 or 2048 bit key

TracelInfo CA 1.6 M= E3
" Abaut | Eu:unnectiu:unl Filez  Create Keyp/Cerlificate | Sign Cerificate Hequestsl Transfer CSRACRT |

Select cert-type
Enter Password 4b] +

M S-key(1024b] + cert-Fequest
Repeat Password MNT-kep(2048h] + cert-Request

M S-key[20480] + cert-Request
Country name: [°t
State or Province: |NHW’
City narmne: |F'au:|erbu:urn
Organization name: INwaTec K.ommmunikationztechnik. GmbH
Organization unit; ISthware R&D
Common narmne: |www.nu:uvateu:.de
Email addresz: Iinfu@nnvatec.de
Walid days: ISEE
Path for zerial no.: IE:\cert |
Output path: IE:'\cert |

Generate key and certificate
E xit Help

Picture 10 — Creating a CSR
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3.2.1.2 Signing the CSR your self

This C

SR, but also CSRs generated by a foreign CA, can be signed by TI-CA. The storage location and the

certificate generated with this can be as follows:

1) Any CSR locally on PC -> Certificate locally on PC
2) SIP-CSR in the gateway - SIP certificate in the gateway
3) Maintenance-CSR in the gateway - Maintenance certificate in the gateway
4) Call[Home-CSR in the gateway - CallHome certificate in the gateway
5) SIP-, MNT- & NMS-CSR in the gateway - SIP-, MNT- & NMS-CSR in the gateway
Tracelnfo CA 1.6 M= B3
" Ahout I Eonnectionl Files I Create Key/Cetificate  Sign Cerficate Requests | Tranzfer CSRACRT | Diagnosisl
Pazzword
Pleaze enter izsuer password I"""""""’“‘x
Please repeat izzuer pazsword I **********
— Input — Dutput
L3R from o) requests from target j CRT to: IaII sighed certificates to targelj
certifizate request from PC
rr_unt_req.csr fram target
Cé Key file: |sip_req.car from target Serial path: IE:'\cert |
nms_req.c3r from target
all requests from target
Ch's Cert: Eer _r e Walid daps:  |365 Maw. =
Temp path: |C:hcert | Output Path: |E:"u:ert |
Certificate with human readable header '
Sign the certificate request |
Edt | Help

Picture 11 - Signing the CSR your self
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SIS

3.2.1.3 Signing the CSR externally

The root-, maintenance- and CallHome-CSR (CA-, MNT, NMS-CSR) generated with TI-CA as well as the SIP-,
MNT- and NMS-CSR generated within the NovaTec gateways can also be signed by an external certification
authority (CA).

Hence CSR can be transferred from a gateway to a PC with TI-CA. After the gateway CSR has been signed by a
foreign CA the received certificates (CRT) can be transferred back onto the NovaTec system with TI-CA. The
tab , Transfer CSR/CRT" serves for this purpose:

1) Choice of readable CSR type (SIP, MNT or NMS)
2) Choice of storage location of the CSR
3) Choice of the writing CSR type (SIP, MNT or NMS)
4) Choice of the storage location of the CSR
TraceInfo CA 1.6 =]
About I Eu:unneu:tiu:unl Files I Create Ke_l.J.-"Eertifiu:atel Sign Cerificate Fequests  Transfer CSRACRT |Diagnnsis|
— Retrieve request from target — Transfer certificate to target
Ta retrieve a certificate request from a target, Totranzfer a certificate to a target.
Flease select: Pleaze select:
rant_req.csr for maintenance or rhit_req.crt for maintenance or
nms_req.csr for nebwork. management or nims_req,ort far network. management or
sip_req.csr for SIP-protocall and then sip_req.crt for SIP-protocall and then
press the RETRIEVE buttan press the TRANSFER button
— Retrieve CSH — Tranzfer CRT
CSH bype:|l CRT t.'r'F'Eilmnt_req.crl bo barget j
sip_req, miaget | CRT from:|Ciheert
Stare in nmz_req.c:r from target —| I —l
RETRIEYE | TRAMSFER |
E xit Help

Picture 12 — Signing CSR externally
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3.2.2 Plain text in certificates

If you sign a certificate signing request (CSR) for a third party (e.g. CUCM) with TI-CA, the generated certificate
includes plain text. Some applications can only work with certificate files without plain text. Hence from release
1.3 on TI-CA has an option to generate certificates without plain text on the tab ,Create Key/Certificate" (see
also picture 13 — Creating a certificate with or without plain text).

You can delete the plain text manually from certificates signed with older TI-CA versions as follows.

The mandatory part of the certificate begins with the line

»-—---END CERTIFICATE-----".

Please use an editor like e.g. WordPad to delete plain text and blank lines and to save the certificate. The two
lines given above must not be deleted from the certificate. The files generated thus can then be used and e.g.
loaded into the CUCM (see also ,,CUCM Crypto Install Guide").

Tracelnfo CA 1.6 M= E3

" sbout I I:u:unnectionl Filez | Create Key/Certificate Sign Cerificate Requests | Transfer CSRACRT I

Fazsword

Fleaze enter iszuer password

xxxxxxxxxx

Fleaze repeat izzuer pazzword

— Input r— Olutpuat

L3R from: Icertificate request from PC j CRT ta: Isigned certificate to PC j

C Foey file: IC:'\cert‘\cakey.pem | Sernial path: Il::'\cert |

Ca's Cert: IE:\cert\ca_cert.crt | Yalid daps:  |365 Max, =
REG-file: |C:\cert\request.csr | Clutput Path: IE:‘\cert |
ertificate with human readable header

Sign the certificate request |

Eit | Hep

Picture 13 - Creating a certificate with or without plain text
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3.2.3 Generating the root certificate and key

Generating a self-signed root certificate and the corresponding private key ,,CA private key".

Tracelnfo CA 1.6 ;Iﬂlil

About | Connection | Files Create Key/Certificate |Sign Cerificate Requestsl TransferCSWCRTl

Select certtype |Pioot key(2048b)+ certificate ~|

Enter Passward I

I

Fepeat Passward

Country name: IDE

State or Province: INRW

City name: IF’aderburn

Cirganization narme: INovaTec: Kammunikationstechnik GrabH
Crganization unit: ISthware Fé&D

Commaon name: Iwww.nuvatec.de

Emnail address: Iinfu@nuvatec.de

Walid days: 365

Fath for serial no.: IC:\Cert

]
Output path: Ic;\cen _l

Generate key and cerificate

Exit Help

« A connection between the TI-CA application and the target system is not compulsory.
« Choose "Root key (2048b) + Certificate" in the drop down menu.
« Choose a CA password consisting of at least 4 and maximum 20 characters.

« Repeat entering the CA password. If this step fails an error message is shown in the lower line and the
button ,Generate key and certificate" is deactivated.

« Now enter federal land, state, town, company, department, name and email address for the CA. The
federal land has to be given with 2 characters, the other information is restricted to 64 characters.

« Enter the validity period of the root certificate in days.
« Enter the path under which the serial number of the certificate is to be saved. (1)

« Enter the path under which the ,CA Private Key" is to be saved. The generated key and the certificate
are saved here in the format .pem/.crt with default name: cakey.pem and ca_cert.crt.

« After these entries have been made please press button ,Generate key and certificate™. It will take a
few seconds to generate the private key. Several status messages are shown.

« Please confirm these by pressing “"OK".
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e« Under the entered path you will now find the created root certificate ,ca_cert.crt" and the
corresponding 2048-bit RSA key ,,cakey.pem".

Note (1):

The serial number is saved in the file serial.txt. If this file cannot be found under the given path the application
will create a new file with a default serial number. The user can define the starting number himself by creating
a serial.txt file with a hexadecimal code, e.g. 0123456789ABCDEF. The application will always use the current
serial.txt file.
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3.3 Configuring SCEP on a Windows server

From release 00.07.02.03 on the signing of TLS certificates on NovaTec gateways with the simple certificate
enrollment protocol (SCEP) is supported.

For SCEP ,,Windows Server 2003 R2 Standard Edition" or ,,Windows Server 2008 Enterprise Version™ can be
used as CA server.

You can load a description of the installation of a Windows server as SCEP certificate authority as well as the
necessary add-on (cepsetup.exe) from the ,Microsoft Download Center”:

With Windows server 2008 the enterprise and the datacenter version are able to execute the SCEP protocol
through the active directory certificate service (ADCS) with the network device enroliment Service (NDES).

Microsoft declares that both implementations act in accordance with the standard of

Both CA servers can execute the enrollment automatically or manually as well as with or without password. The
servers generate the password as one-time-password with a validity of 60 minutes (this is not convenient for
the rollout of NovaTec systems).

The combination of automatic and without password is not recommended due to safety aspects as a rule, but is
convenient for the rollout of NovaTec systems.
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4 Configuration

4.1 Securing VoIP channels with sRTP

After sRTP encryption has also been activated with the TLS license the configuration can be bompleted for
SRTP.

The sRTP settings can be found under the menu item -> ,sRTP encryption option".
Under - ,sRTP encryption profile® standard values can always be used. No changes are necessary here.

Now adjust the encryption method for sRTP. For this purpose choose -> “sRTP encryption option” -> “sRTP
encryption handling profiles” in the menu. Here you choose a profile name and the method of key exchange. In
most application cases (e.g. CUCM) the method ,MIKEY/SDP crypto attribute" is fitting.

File Wiew Configuration data Encryption Extras Licensing  Print  Help

S|ail@=] =) 2]

E1-[_] MowaTec-System HovaTec - Encryption handling profiles
----- [E] chassis
""" [E] 1nterfaces Frafile narme | Method |

----- [E] Universal Settings of ISDM-fanalogue-Interfaces
I:I---[:I System access cantral
I:I---[:I System IP options
EI[:I sRTP encryption options

----- [E] sRTP encryption profiles
B 43 sRTF encryption handing profiles
-[E] sRTP encryption - Handling assignment
-1 Systemn module | interface settings
-1 Murbering plan
----- [Z] Call data profile

-1 Trunk group Handling profile iz active il
B[ Master [ Slave settings
B-[_1 Synchronisation
&
[
[

@ Handiing profile MIKEY/SDPF crppto attribute

Edit handling profile

7-_7] D551 - 1TRE conversion options Frofile name |Handling profile

7L Frame Relay Handling method MIKEY / SDP crypta attribute j
:I[:I Fixed connections _ NovaTon A

..... [E] B Channel permissions Dpticral prameters MovaTeo B
-1 Protocol Settings MIKEY /SDP crypto attribute

----- 3 o e

i-[_7 Subscriber mlé(EY (3]

£
-1 Line group
-7 Call take cver
-2 Call back settings Mew Edit | Impart,.. I Delete |
B[ CLIP Masquerading

----- [E] B-channel ko B-channel

..... @ MLPP

711 MIP (NovaTec Inkernet Pathfinder)
:I[:l Operating parameters

711 Call home settings

b1 Advanced Least Cost Router

fr=iee == ==

Picture 14 - sRTP encryption profile

After this has been done the encryption method is assigned to the encryption profile under -> “sRTP
encryption” -> “Handling assignment”.

Subsequently this profile can be assigned to the SIP module under -> ,modul assignment".

In order to use sRTP with the SIP module the currently generated encryption handling profile has to be
assigned to a SIP connection. The corresponding configurational item can be found under -> NIP (NovaTec
Internet Pathfinder) -> SIP (VoIP) -> ,User mapping".
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Uzer mapping is active v

—|SDM optiong
ISDN | Wwildcard' Wearlul
Incaring prefis I Mumber length IIJ_

— Device optiohs

Device Sub I

Fhone j

LLE:|

BL: | | H

=

— Faczimile aver P [T.38]
" Enable T.38

.28 Expert Seftings... |

RHMCS Synchronization settings

Has external clock source [

Is a RMCS system [~

—SIP URI / Mame / Domain /[P information

User name iz a prefis [

LRI / Hame / IP |192.158.‘I 27.252:5061 CUCH trunk v
IP verfication mask, |32 zignifizant bits

Yoice / Data codec Iauto-negotiation j Iauto-negotiation j

Trusted rd Accept all names I Conect faulty format [
Public access r

CanredrectinLaN [

ISDM is a user name [ Additional flagz |

—Account zetting:

Additional flags

Must use

Account I Pazsword I

Simplified digest I Basic authorization [ Promy authorisation [
Reszerved 1 I tay use altemative encryption methods [
Encryption setting Try to use j Handling prafile IHandIing profile j

Caticel |

Picture 15 — Assigning sRTP to SIP

At the bottom right a generated ,Handling profile™ can be selected. On the left next to this choice under

~Encryption setting™ the sRTP encryption can be configured.

e ,Donotuse" ->

e ,Trytouse" =

unencrypted.

e ,Must use" >

Despite selected handling profile sSRTP remains inactive.

If the receiver has not activated sRTP the connection is established

Only if the receiver supports sRTP the connection is established.
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4.2 Securing SIP with TLS

4.2.1 System IP options - enable security

HovaTec - Security-M anagement

"Mairkenance  SIP ICaIIHnmeI

— General TLS Seftings for SIP

Security Methad: ITLSV1 j Cipher Optiong... |

Server-futhentication: W

Client-duthentication. W

— Certificate - Management for SIP

Create certificate-request... | F CSH exists. |
Select S5L verify depth Ima:-: depth =1 j
|mpart SIP-Cafile... | F 1 CéA-certificatefs] imported. Shaow Eerl

Default... |

Picture 16 - SIP — enable security

Go to ,System IP options” - , TLS Security” and select tab ,SIP"

e Set TLSv1 as “Security Method”.
e Tick the checkbox ,Server-Authentication” to verify the certificate received from the TLS server (e.g.
S3, S6 and S20 connected to a CUCM).

e Tick the checkbox “Client-Authentication” to request and verify a certificate from a TLS client (e.g. a
NovaTec-System connected as trunk to a CUCM).

e The SSL verifying depth is no configurable (Values from 1 to 9 — see also OpenSSL documentation).
The verifying depth is the limit up to which the chain of certificates is used during the verification
process. If the chain of certificates is longer than permitted the certificates that exceed the limit are
ignored. Error messages are generated as though these are not existent: e.g. (depth = 0) SIP-CRT >
(= 1) Sub-CRT - (= 2) Root-CA.

e Click ,Cipher Options" to define the method used for the TLS encryption (with CUCM AES128-SHA is
recommended). Select the method ,NULL SHA" only for debugging as encryption is out of action in this
case. If sRTP is configured in the CUCM, don't choose the method ,,NULL SHA". In general it is not
obligatory to choose a method. If you do not choose a method the NovaTec gateway will offer 19
standard methods during TLS connection establishment. If you select one or more methods at this
point only the selected methods are offered and used during TLS connection establishment. If the
receiver does not support any of the selected method the TLS connection establishment will fail.
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4.2.2 Generating a certificate request

In this form the data for the certificate signing request (CSR) is entered and the CSR is signed by a certification
authority (CA).You receive a certificate (CRT) with the entered data. Special attention has to be given to the
entry for the ,Common Name" as this name is verified in some scenarios (e.g. TLS connection establishment
with CUCM). Choose this name with care.

Exemplary scenarios:

1.) If the NovaTec gateway is configured as line device, ,SEP" followed by the MAC address of the system
has to be entered.

2.) If the NovaTec gateway is configured as CUCM trunk, the common name has to be the same as the
X.509 Subject Name" in the ,,SIP Trunk Security Profile Configuration™ of the CUCM.

Tip: If the SIP-CSR of the NovaTec gateway is signed by NAMES in the 2nd scenario (CUCM trunk), the
common name in the NAMES-CA root certificate can be given analogue to the “X.509 Subject Name” of the
CUCM. 1If the “Policy” in the NAMES-CA for the signing of the SIP-CSR is also set to ,Match™ only SIP-CSR are
signed whose common name is identical with the ,X.509 Subject Name"(see NAMES handbook 1.6.0a, chapter
5.5.3, passage 6. ,,Configuring the policy™). If the common name in the SIP-CSR is not identical to the common
name of the NAMES-CA root certificates, an error message is shown.

Edit CSR. ...

— CSR-Attributes

Country: I DE
State) Province: I MR
Location] City: I Paderborn

Crganization Mame, Company: I MovaTec

Crganizational Unitf Section: I RD

Commoan Mame: SEPO0B035153AB0E
oder "novatec” fiir Trunk

E-Mail-Address:

sipS3-Line@ciscol

Challenge Password: A challenge password
Min. 4 charackers
Mazx, 20 charackers

|

Picture 17 - SIP-CSR Common Name
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4.2.3 Loading the CA certificate into the trust list

Received certificates are verified with help of the CA certificates in the local list of trustworthy certificate
authorities (trust list). As the issuer of a certificate, whose CA certificate is saved within the local trust list, is
held as trustworthy, a certificate is held as verified which was signed by this issuer. The issuer is named in
every certificate.

CA certificates of trustworthy issuers can be imported into the trust list of the SIP instance over the button
~Import SIP-CA file..." on the tab shown below. Before the chosen CA certificate is actually imported its content
is shown. The user may still cancel the import if the certificate does not meet his expectations. The amount of
certificates already imported to the trust list is also shown in the lower box. At all times the contents of the
imported certificates can be shown by pressing the button “Show Cert”.

File Wiew Configuration data Encryption Extras Licensing Print  Help

il =] =[] 3|

=11 NovaTec-System HovaTec - Security-M anagement
----- [E] Chassis
""" El Interfaces | Maintenance  SIP | CalHome I
----- [E] Universal Settings of ISDM-fAnalogus-Interfaces
B+ System access control —General TLS Settings for SIP
[—]D Syskem IP options
[El Dns servers Security Method: ITLSV‘I - Cipher Options... |

[E] available IP services
[E] system NAT mapping Server-Authentication: |V

Client-duthertication. W

[-[Z1 sRTP encryption options -
-2 Mumbering plan - Certificate - Management for SIP

----- [E] call data profile )
f-( ] Trunk group Create certificate-request... | F C5R exists. |
-[_7] Master | Slave settings
(L1 Synchronisation

¢-(_] D551 - 1TRE conversion options Select 55L verify depth Ima“ depth =1 j
(L1 Frame Relay

#-[_] Fixed connections
..... [l B Channel permissions | Impart SIP-Céfile... IF 1 CA-certificatels) imported. 5 hows Cer
-] Protocol Settings

----- E Opkions
Default... | ‘

-[_] Subscriber

[
E-[_] Line group
-] Call take over
[

[

-[_] Call back settings
+-(_1] CLIF Masquerading
~[El B-channel to B-channel

Picture 18 - Trust List — Loading a CA certificate

Usually a complete chain of certificates is delivered during the TLS connection establishment, e.g. for SIP, and
not only the requested SIP certificate. As such it is sufficient to import only the highest CA certificate into the
local trust list. Next to the CA certificate a chain may consist of CA sub certificates down to the one with which
the SIP certificate has been signed. The receiver only delivers a certificate chain if the chain is completely
available to it. If an element, a certificate, is missing only the requested SIP certificate is sent. In this case the
chain has to be completed by the recipient with certificates from his local trust list. These have to be imported
there.
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Show Certificates

ChLabor TempiRook_CALWCA-CER T ca_cert.crt

—Selact a certifcate

TempiZallManager . cer |

Certificate:  Data: Wersion: 3 (0x2) Serial Mumnber: =
4004040 40;00:00:00:00 Signature Algorithn: shalwithRSAERCHyption Issuer:
Z=0E, O=NovaTec Kommunikationstechnil GmbH, Oll=Software B & 0,

at imported |
Iak imported |
Iak imported |
Iak imporked |
Iak imporied |
at imported |
Iak imporied |
Iak imporked |
Iak imporied |
Mot imparked |

Zh novakec, de Yalidity Mok Before: Feb 22 14:10:52 2013 GMT Mok
After ; Feb 20 14:10:52 2023 GMT Subject: C=DE, O=hovaTec Kommunikationstechnik
GmbH, OU=3oftware R & D, Chi=wim, novakec,de Subject Public Key Info: Public

R34 Public Key: (2048 bit) Modulus (2048 hbith:
00:dbi67:38: 0aic2: FoicFicl e 48:45:b9: 79: bd:
264954455151 1209453061 : b3 38134471 L2
81:02:05:c6:4F:af190:5b:bb: 95 ef 1 ab:c7:58: 9
aelz23icdidz2:30d1:b4dfi99:ab 4F d5: The LR FF
ecia?:43:a0:94:d53:87:bd:64:8F: 5 66: 3a: OF 14d:
51ieSi40i7aich99:72:c6:7a: 1o:0ei64: 181 1c:a8:
Ociafiabied:c7:ifliaa:2diec:f&:99:1F:a2:58:22:
07:0a:38:bf:5b:a3:f2:e7:99:49:00:55:ec:82:d7:
0e: 79 ad:7h:84:19:3F: 1% eb ca: Se e 20921388
24:46: 7e:d5iGeic6:8d b 73858 R 13126573
43138 cbi14:95:32:9F:6a:d9:90:fa:8brasido: Les
12:70:c5:03:92:c3:85:bbeadi49: 21 :d0: 720 25:9d:
gerde:3ci40:b0:26:04:85:62:dF6d: 7d: 28:c1 1 de:
62:8F:51:c7od:bf 0c:12:Fb: 85 300 & 81163 2
71:5d:d3:d0:c%:2a:7e: 30:8h: 21:81:63: 27 10 48
af:64:9b:158:38:fbiaZ:c2:11:058:17:0b:61:b5:5d:
ab:16:cd: 28390053 1 7:9F 41:91:F5: 5541 35: 73 fa:3d Expornent;
65537 (0x10001) #5093 extensions: ¥5093 Key Usage: Digital
Signature, Certificate Sign, CRL Sign #5093 Basic Constrainks; critical
CATRUE  Signakure algorithm: shalwithRSAERCrption
17:5c:93:36: b ed:65: 6 baef:87:04:0a: 7 B0 F2:55: 29
53:91:a0:86:57:22:a5: 1d:95:fe:FoifGiee: 13icci61: 31154
7aifa:Se:bl:2d:b5:9e:a6:dFd5:63:d2: 1bi6a:dE: 71:c9iaa:
Z0i1F:47 caic6:f4: 8054292 21 1abi53:a0:63: 3d: 16:FD:
53:08:d9:5e:6F: 77 ch:7e: 3a:af:04: d1:6a:64: 08 c8:4F e 1
Shialicl:2eieh:3ci4c:a0:90:95:99:d4:67:9d:71: 18161 :46:
48el:27:6d:68:27:2F 5aif2:62:28: 3d:00:6e: 77:b2: 5416
a2:bZ:14b:53:5c: 184 1F:F6:058:ca:91:02: 22: 17:9b: Ze: OF:
27165 6aF7i06:fd: 12:0b:c9 de6e 86298167 F 3 b2 ed e
68:55:12:84:27:01: 1a: 1ciad: 7740 90:0c:b3:27:69: 70:93: _ILI
»

ke Algorithm: rsaEncryption

|

[8]4 | Cancel |

Picture 19 - Trust List — Showing certificates
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4.2.4 SIP-TLS User Mapping — CUCM Trunk
Now go to ,NIP" -> ,SIP" -> ,Mapping lists" -> ,,User mapping".

The following settings are relevant for a secured SIP connection:

- The entry of TLS port number 5061 in box “URI / Name / IP".

In case the NovaTec gateway is connected to a TLS secured CUCM trunk:

- Tick checkbox ,,CUCM trunk".
If the actual voice or data channel has to be secured with sRTP:

- Adjust the sRTP configuration boxes ,Encryption setting" and ,Handling profile®.

Uzer mapping is active v

—|5DM options
ISDIN I wildcardh Wearlul—
Incoming prefiz | Murber length ID_

— Device oplions

Device Sub: I

Phare j

LLE:|

BL: | R L |

— Facsimile over IP [T.38)

[~ Enable T.38 1. 38 Expert Settings... |

RMCS Synchranization zetting
’7 Has external clock source [ Iz a RMCS spstern [

SIP URI / Mame / Domain /1P information

CUCH wrk v
IP werfication mask 32 zignifizant bits
Voice / Data codec Iauto-negotiation j Iauto-negotiation j
Trusted v Accept all names v Corect faulty format [
Public access [ LUger name iz a prefis [ CanredirectinLaN [
ISDM iz ausername | Additional flags I
—Account settings
Account | Pazsward |
Simplified digest [ Basic authorization [ Prosy authorization [
Feserved 1 [ May uze alternative encrpption methods r
Additional flags |

Cancel |

Picture 20 - SIP-TLS User Mapping
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4.2.5 SIP-TLS Local Mapping — CUCM Trunk
Open ,NIP* - ,SIP" -> ,Mapping lists" - ,Local mapping".
The following settings are relevant for a secured SIP connection:
- The entry of TLS port number 5061 in box “Registrar”.
If the NovaTec gateway is connected to a TLS secured CUCM trunk:
- Tick checkbox ,,CUCM trunk®.
Activate local mapping v
— External options
External Hame IHeg Wildcard r
— Internal options
Internal Mumber IHEEI wildzard I
Additional flags |
1592168127 2525061
adrmir
Paszword pass
Register own address [ Mo reverze mapping r Use far all addiesses [
Password is a digest [ &llow inzecure authorization [ Prefer own name r
Additianal flags |
Cancel |
Picture 21 - SIP-TLS Local Mapping
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4.2.6 SIP-TLS Optional Flags
Go to ,NIP" -> ,SIP" -> ,General Settings" -> ,Optional Flags 2".

Tick box ,Register as CISCO device at UCM", if the NovaTec gateway — often a S3 — is used with a (also
unsecured) line connection at a CUCM.

Tick box ,Establish TLS connection queue", if the NovaTec gateway is used with multiple TLS secured CUCM

trunks. By doing so multiple simultaneous requests to establish a TLS connection do not block each other.

Please only tick box if more than three CUCM trunk addresses are entered in SIP user
and local mapping and it was discovered that the TLS connection establishment with
many trunks does not work as expected.

Edit SIP flags2

Activated S|P flags page 2

[[]4dd no optional @Ehozt-ip to the CallD -
[Jlgnore ahways even recieved COMTACT field
[Uze recieved COMTALCT only with ‘=

[[]Ewecute Call transfer with REFER-Method

Establizh TLS connection queue

[0 not send 183 Session Progress

[[IMegotiate telephone-events 32-35 [ANS, ANSAM tones)

k. I Defaults... Cancel |

Picture 22 - SIP-TLS Optional Flags 2
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4.3 SCEP

From release 00.07.02.03 on the “Simple Certificate Enrollment Protocol (SCEP)” is supported. The NovaTec
configuration menu was extended by the ,SCEP Settings" under ,Operating parameter®. These contain the
global adjustments for all three instances (NMT, SIP, CallHome). All adjustments are identical with Windows
2003 and 2008 Server. Please find explanations under 7.3 SCEP applicatione.

4.3.1 Adjustments for the use of SCEP

File Wiew Configurationdata Encryption Extras Licensing Print  Help

[ MovaTec-System Dperating parameters - SCEP Settings
(23 MIP (MovaTec Internet Pathfinder)
=] D Operating parameters

[E] Basic configuration Enablz SCEP 5

@ Remote maintenance v ‘
[E] system time settings

[E] Customer target data —Parameters For SCEP

[Z] Local area options

[E] R5A-key Settings SCEP Server's URL: | http: /192, 166,200,191 [certstvimscepimscep. di max, 255 characters

SCEP Settings

- - call home settings SCEP host port: 0
-] Advanced Least Cost Router
PKCS#7 encryption algorithm: ADES -
PKCS#7 signature algarithm: SHA1 - i
RA Server

Import certificates For A and <A

|

import enrolment certificate (Mandatary) | CiRoot_CA{L-Enrolment_20130603, crt

import encipherment certificate (Optional) | C:\Root_CA\Z-Encrypion_20130603. crt

Picture 23 - SCEP Server URL

By activating the ,,UseSCEP" box variable additional parameter have to be adjusted. The Microsoft standard URL

is entered into the box for the SCEP server URL. The entry of the ,FQDN"
server domain (caserverl.novanet.local) requires an additional DNS resolution and so provides the
trustworthiness of the remote. Instead of the ,,FQDN" you can also enter a server IP address. As the SCEP
protocol is ,http" based, the default port is 80. Next you can assign the PKCS#7 based algorithms for
encryption and signature. By standard these are: DES, 3DES, Blowfish as well as md5 and shal.
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4.3.2 Registration Authority Certificates

If a Microsoft server is used as CA certificate authority for the enrolment with SCEP, two registration authority
(RA) certificates have to be imported for the enrolment by it. "usage. Digital Signature, Non Repudiation" is an
signed RA certificate (enrolment certificate) , "usage. Key Encipherment, Data Encipherment" is used for
encryption (Encipherment Certificate). Both have to be exported from the certificate authority of the CA server
in bas64 format.

T=TE
Datei Akkion Ansicht 7

= = | | = | 2
@! Zertifizierungsstelle (Lokal) anforderungskennung | Mame des antragstellers | Binares Fertifikat | Zertifikatvorlage | Seriennumm
=-EA caservert [==H CASERWER 1} Administratar  —-——- BEGIM CERT... Ervollmentagent... &11c7sSebon
(0 sesperrte ze E= CASERVER 1\ Administrator - BEGIM CERT...  CEPEncryption 611c79c700
! Elaq ARBEITSGRIUPFE\CASER.., ----- BEGIM CERT... IPSECIntermedi... 611e767a0C
&2 ARBEITSGRIUPFE\CASER.., ----- BEGIM CERT... IPSECIntermedi... 611les1dco0
* [ Fehlgeschlagens Anforderun | B9, ARBEITSGRUPPEVCASER.., ----- BEGIM CERT... IPSECIntermedi... 612202600
E- ARBEITSGRUPPEVCASER.., ----- BEGIM CERT... IPSECIntermedi... 610147F500
Es ARBEITSGRIUPFEVCASER... ----- BEGIM CERT... IPSECIntermedi... 611&Fdas00
Els ARBEITSGRIUPPEVCASER...  ----- BEGIM CERT... IPSECIntermedi... 611759ee0C
10 ARBEITSGRIUPPEVCASER...  ----- BEGIM CERT... IPSECIntermedi... 6117bSaa0C
< & 0| 1) | |

|

Picture 24 - Export of the two enrolment certificates

In the list (Picture 24 - Export of the two enrolment certificate) the two upmost certificates are responsible for
the enrolment. The export is started by double clicking the correspondent row. Both certificates have to be
Base-64 encoded. For the import of the certificates into the NovaTec configuration program the extension *.cer
has to be renamed into *.crt.

Zertifilkatexport-Assistent

Format der zu exportierenden Dratei
Zertifikate kinnen in verschiedenen Dateiformaten exportiert werden.

‘Wahlen Sie das gewinschte Format:

" DER-codiert-bingr %,509 (. CER)

% Base-64-codiert %.509 { .CER)

" Syntaxstandard keyptografischer Meldungen - "PECS #7"-Zertifikate ( P7E)
I | Wenn maglich, alle Zerkifikate im Zertifizierungspfad einbeziehen

£ Privater Informationsaustausch - PRCS #£12 (PR
I | swenn maglich, alle Zerkifikate im Zertifizierungspfad einbeziehen
= | Brivaten Schiiissel mach erfolareichen Expart lGschen
™| &lle erweiterben Eigenschafben exportisren

| Microsaft Serieller Zertifikatspeicher (5577

‘Weitere Informationen Ober Zertifikatdateiformate

< Zuriick I Weiter = I Abbrechen

Picture 25 — Export data format
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4.3.3CA chain

All three instances (MNT, SIP and CallHome) of the NovaTec gateway also need the ,Public CA Certifikate" or a
certificate chain.

On the Microsoft CA server the export is started by right-clicking the menu tree of the certificate authority - >
CA Server -> properties -> Show certificate -> details -> copy to file...

7

fEs Zertifizierungsstelle

=1 |

Datei  Akbion  Ansiche z
= = EME S E R 2emE| > -
[[ED zertifizierungsstelle (Lokal) MName |
= e [ dcesperrte Zertifikate
i =sperrte Zertifikate [ ausgestellte Zertifikate
O Ausgssksiles Zsrtifikars Cdausstehsnde Anfordsrungen

L3 Ausskehende AnForderungen

[CdFehigeschlagens Aanforderungen
[C3 Fehlgeschlagene anforderun:

Picture 26 - SCEP CA export

The certificates are imported into the NovaTec configuration over ,NovaTec-System®™ - ,System IP options" >
»TLS Security®. Choose the particular tab ,Maintenace®, ,SIP" or ,CallHome" and start download by clicking
~Import ...CA-file".

File View Configuration data Encryption Extras Licensing Print  Help

S =]
B[] NovaTec-System NovaTec - Security-M anagement

--[E] Chassis
~[E] Interfaces Maintenance  SIP ICE”HUmEl
---[E] Universal Settings of ISDN-fanalogue-Interfaces

B[] System access control —General TLS Settings for SIP

-0 System IP options

[E] DS servers Securnty Method ITLSH 'I Cipher Options...

E Available IP services
[E] System NAT mapping Serverduthentication: v
H Bl ENUM servers Client-Authentication: v
BB TLS Gecurity

[+ D sRTP encryption options
-] Numbering plan [~ Certificate - Management for 51P
~--[E] Call data profile

- Trunk group Create cerlificate-request | F CSR exists. |
(L] Master | Slave settings

[ synchronisation
f-( D551 ->» 1TR6 conversion options Select SSL verify depth Imax depth =1 j
-] Frame Relay

#]--_] Fixed connections .
---[E] B Channel permissions Impart SIP-Ca-file: | '7 1 CA-certificatels] imported, |Shnw Eerl
-1 Protocol Settings

[E] options
(] Subscriber Default.. ‘
(] Line group
B Call ake over
B
&

(] Call back settings
-] CLIP Masquerading
[E] B-channel ta B-channel
- [E] mLPp
(L] NIP {NovaTec Internet Pathfinder)
[ Operating parameters
-1 Call home settings
[ Advanced Least Cost Router

Picture 27 - SCEP CA import
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If the optional challenge password is not used (see chapter 4.3.4), the configuration of SCEP is hereby finished.

After the transfer of the configuration onto the system and its restart, the TLS certificates of the three instances
are signed in the gateway with SCEP.

The process of signing certificates with SCEP and the manual steps required subsequently are described in
chapter 5.2.

4.3.4 Challenge Password

If the optional challenge password is activated in the registry of the CA server, all three instances (MNT, SIP
and CallHome) of the NovaTec gateway require a onetime password.

Open the page ,http://CA Server Name/certsrv/mscep" with your browser if you are using Windows 2003 and
#http://CA Server Name/certsrv/mscep_admin" when using Windows 2008.

™ Netzwerkgerét-Registrierungsdienst - Windows Internet Explorer

@@ =[] itpifica_serverjcertsry/mscen_sdniny

<7 Favariten \ 9. £ | Die Webseite kann nicht an... & | Die Webseite kann nicht an... & | Vorgeschlagens Sites » @ | wieb Slice-Katalog =

(& Metawerkgerat-Reqgistrierungsdienst | |

tisrungstisnst

Mit dem Netzwerkgerat-Registrierungsdienst kénnen Sie Zertifikate fir Router oder andere Netzwerkgerate abrufen, die das SCEP {Simple Certificate Enroliment-Protokoll) werwenden
Zur Zertifikatregistrierung des Netzwerkgerats werden die folgenden Informationen benotigt
Fingerabdruck (Hash-Wert) des Zertifikats der Zertifizierungsstelle: 2DAES120 8028ED14 ACS5496FE 803875E6

Weitere Informationen erhalten Sie unter Verwenden des Diensts fir Netrwerkgersteredistrierund

Picture 28 — Copying the challenge password

The challenge password is character string generated randomly and can be transferred by copy and paste from
the web browser into the NovaTec configuration (Picture 29 — Inserting the challenge password).
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Fle Wew Configurationdata Encryption Extras Licensing Print Help

|

NovaTec - Security-Management

----- 5] Interfaces Maitenance SIP | Calkiome |
----- [E] Univarsal Settings of 1SDN-{Analogue-Tnterfaces
- System acress cortrol ~General TLS Seltings for 1P

-+ System IF options

=] DK servers Security Method: TLSw1 - Cipher Options..

[ available IP services

[E] System NAT mapping Serverduthentication: I
E] nam servers ClientAuthentication: 7. FHIF o
3 TLS Security
1[0 sRTP encryption options - - CSR-AttribLE
-2 Numbering plan - Cettificate - Management for SIP——————————
[E] Call data profile

-3 Trunk group Create cenficatesequest l7 SR Country: [oe
717 Master | Slave settings

B

[

(1 Synchronisation

E:I...F_‘l D551 - 1TRG conversion options Select $5L verly depth l—max e O [
L

#-[L1] Frame Relay
#-{_] Fixed connections

..... Jesi mpatsiPCatle. |7 1 Chromtie
[E1 B Channel permissions & Locationf City: [Paderborn

[#-[_] Prokacol Settings
----- [E] Options
£1-[2] Subscriber Default..
#1-[_] Line aroup
7] Call kake over
-] Call back settings
+-[_] CLIP Masquerading

[Z] B-channel to B-channel

Qrganization Mame] Company: | HovaTec

Qrganizational Unitf Section: | RD

[E] rLpe

7-(Z] MIP {MovaTec Internet Pathfinder)
7 (] Operating parameters

723 Call hame settings

7-(Z1 Advanced Least Cost Router

Carnmion Marme: I SEPO060351 3AB0E

E-Mail-Address: | sipS3-Line@cisco

Challenge Password: | 2DAES120 8028ED14 AC|
Min. 4 characters

Mazx. 20 characters

Picture 29 — Inserting the challenge password
The configuration of SCEP is now completed.

After the configuration has been transferred to the system and this has restarted, the TLS certificates of the
three instances are signed with SCEP within the gateway.

The process of signing certificates with SCEP and the manual steps required subsequently are described in
chapter 5.2.
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4.4 NAMES

NovaTec Administration and Management Element Server (NAMES) is an element manager for all NovaTec
gateway products. Rollout and implementation as well as monitoring, administration, configuration and software
updates of the gateways can be carried out with NAMES whilst the systems are active.

SOAP Interface for
Device Reconfiguration

Monitoring
System (SNMP)

<= Configurations (MDBs) I
CDRs

Traces

Logs
\\ Web Browser

] T Clients 7 7

Optional External
Database

” — \ \
:) S\ T\ o\ o rr% ~ ‘€ > 1HEA
€ ; NMP

~— B
. -~ —-

— — B

. Targets

Picture 30 - NAMES architecture

The above shown connections have to be possible for the use of NAMES. Possibly existing firewalls in between
the components have to be configured in accordance with the specifications in the document ,,IP port matrix of
NovaTec systems and applications" in order to allow communication. The document can be downloaded from
the NovaTec website under http://www.novatec.de/handbooks/IP-Portmatrix.pdf.

A certification authority (CA) is integrated into NAMES. As such NAMES is capable of signing certification
requests (CSR) of the three instances (MNT, SIP, NMS) on NovaTec systems. You do not have to adjust any
additional parameter in the configuration of the systems to enable NAMES to sign these.

NAMES is also able to establish a MNT connection secured by TLS to the administrated gateways.

The NAMES handbook provides detailed instructions.

A short instruction follows.
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4.4.1 NAMES as CA

A CA certificate and a private key are required for the NAMES CA. An externally generated certificate file and
the related key file can be uploaded. But NAMES can also generate a self-signed certificate and the related
private key. If Names is used as a sub CA in an existing PKI a CSR has to be generated and sent to the superior
certificate authority, which then has to provide a new CA certificate for this CSR. The certificate provided by an
external CA has to be uploaded into the NAMES CA.

Now NAMES can sign NovaTec gateways when the job ,sign certificate" is carried out and configured CSRs are
installed in the gateway.
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4.4.2 Secured connection to the gateway

If a secured connection is configured in the gateway for maintenance purposes and the TLS certificate for this
instance is signed within the gateway, NAMES can use this secured connection. NAMES assigns an SSL context
to a target for this purpose by which a TLS connection to the gateway is established.

These SSL contexts can be configured within NAMES. For a secure connection several SSL parameter are
combined in a SSL context (ROOT CA certificate, own certificate, private key). Additionally the CA certificate of
one or more trustworthy certificate authorities can be uploaded into the context.
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4.5 Securing maintenance / call home

Premise for the security of TLS on TCP/IP connections between NovaTec applications and NovaTec gateways is
a firmware license with active TLS option, which can be requested from NovaTec, and the upload of this license
with the configuration onto the gateway (see chapter 3.1 Activating encryption in NovaTec systems).

Afterwards a TLS secured connection between a NovaTec gateway and NovaTec applications like NAME server,
Tracelnfo-Client, TI-CA or a call home server can be setup with the following procedure.

1) TI-CA requires a ROOT certificate.

2) TI-CA generates certificate signing requests (CSR) for the PC side certification of maintenance or call
home connections.

3) These CSR for the PC side are signed by TI-CA or sent to an external CA for signing.

4) In the configuration of the gateways the necessary adjustments for maintenance and call home CSR of
the NovaTec gateways are made. Also the adequate root CA certificate needs to be loaded into the
trust list.

5) After reboot with this configuration the NovaTec gateway will generate the configured certification
requests.

6) The CSR on the NovaTec gateway are either signed by TI-CA or downloaded from the gateway with TI-
CA and sent to an external CA for signing.

7) The certificates issued by an external CA are transported to the NovaTec gateways with TI-CA.
Certificates signed directly by TI-CA are already saved within the gateway.

8) After rebooting the certificates in the gateway are enabled.

9) The certificates issued in 3) are installed on the PC side. For example they can be loaded into a NAMES
SSL context (see NAMES handbook) or be imported into TI-CA via the “Connection — Network Options”
menu. Now TLS secured connections between NovaTec gateways and NovaTec applications can be
used.
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4.5.1 TI-CA requires a root certificate

The root certificate can be signed either by TI-CA itself or by an external CA as described in chapter 3.2.3
»Generating the root certificate and key". The further use of self-signed and externally signed root certificates
do not differ from one another.

4.5.2 Generating maintenance and call home CSR

With TI-CA certificate requests (CSR) are generated under tab ,Create Key/Certificate". As described in chapter
3.2.1.1 ,Creating a CSR" it is possible to generate CSR with 1024 or 2048 bit key length for maintenance (MNT)
and call home (NMS).

TraceInfo CA 1.6 E =

" About | Connectionl Files  Create Key/Certificate | Sign Cerficats Hequestsl Transfer CSRACRT I

Select cert-type Roat key(2048b)+ certificate j
Foot key(2048b)+ certificate

Enter Password MMT key1024b] + cert-Request
MM S -k ey(1024b] + cert-Hegquest

Repeat Password

MMT -k ep(20480] + cert-Reaquest
st-key[zmsb] + cert-Hequest

Country name:

State or Province: INH\-\-"

City name: |Paderb0m

Organization name: |NovaT o Kommurnik ationstechnik, GrbH
Organization unit: |Software R&D

Carnman narne: |www.novatec. de

Email address: |info@novatec.de

Walid daps: lﬁ

Path for serial ro.: IC: hcert _I
Output path: Ic; ‘et _I

Generate key and certificate

Eit | Heb

Picture 31 — Creating MNT & NMS CSR

By pressing button ,Generate key and certificate" the files with the private key and CSR are generated. These
are saved in the file entered under ,Output path". The CSR can be sent to an external certification authority
(CA) for signing or be signed with TI-CA.
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4.5.3TI-CA signs MNT- & NMS-CSR
e TI-CA tab ,Sign Certificate Requests"
Input:
e Choose “CSR from:” “certificate request from PC"

e Choose the files of the root certificate for ,,CA Key file:” and ,,CA’s Cert:” with which the MNT or NMS-
CSR is to be signed.

e The ,REQ-file:" is the MNT- or NMS-CSR created above.
Output:
e Choose “CRT to: “certificate request to PC"
e “Serial Path:” Enter path for the used serial number of the certificate, which is to be generated.
e Valid days:" Enter the required validity duration in days.
e ,Output Path:" is where the generated certificate is saved.
o Deactivate ,Certificate with human readable header".

e By pressing button ,Sign the Certificate request" the certificate is created and saved in the chosen
»,Output Path:™.

TraceInfo CA 1.6 [ [T x]
" bout I Eonnectionl Filez I Create Key/Certificate  Sign Cerificate Requests |Transfer EISF!.-"EF!TI

Password

Flease enter issuer password I **********

Pleage repeat issuer pazeword |

— Input — Output

CSh from: Icertificate request fiom PG 7| | | CRT ta: Isigned certificate to PC =l

ChKeplle: [Cicoticakepperl oo ||| seislpate [Cheet |

CasCet [Ceeeacetet || vaiddays [365 Mar, =

REQfle: [Clcetvequestess . || [DuputPat [Eicet | |
Certificate with human readable header |

Sign the certificate request |

Bt | Hep

Picture 32 - TI-CA signs MNT- & NMS-CSR
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4.5.4 Configuration of MNT- & NMS-CSR

Choose - ,NovaTec-System" - ,,System IP options" - “TLS-Security" and then tab ,Maintenance™ (MNT) or
CallHome (NMS) in the menu of the NovaTec configuration.

The certificate requests (CSR) for the instances maintenance and call home are both configured similar.
e As ,Security Method:" you have to choose , TLSv1".

The only difference is, that you can activate ,,Client-Authentication" in the gateway for MNT, as the gateway
takes the part of the server during TLS connection establishment. If the feature is activated, the server requests
the client certificate from the PC application and verifies it.

MovaTlec - Security-M anagement

Maintenance | stp | CallHome |

—General TLS Settings for Maintenance

Security Method: ITLSV1 j Cipher Options... |

Semversuthentication: =

Clignt-&uthentication: W

r— Certificate - b anagenment far Maintenance

Create certificate-request. .. | F C5H exists. |
Select S5L verify depth Imar: depth =1 j
Irnport MMT-Ca-file. .. | r Mo Ca-certificate imported pet, | Show Cert

Defaul... |

Picture 33 — Configuring CSR for MNT

The call home connection though is initiated by the gateway. During the TLS connection establishment it acts as
client. The server as receiver does indeed always send its certificate to the client in the context of the TLS
protocol, but only verifies it if the feature ,,Server-Authentication™ is configured on his side.
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A%

e
a’f"

.Maintenancel SIP CalHome |

MNovaTec - Security-Management

— General TLS Settings for CallHome

Secunty Method: ITLSV‘I VI Cipher Options. .. |
v
Client-Authentication: =

— Certificate - Management for CalHome

Create certificate-request. .. | F C5R exizts. |

Select S5L verify depth Imax depth =1 j

Import Call Home-Cafile. . | r No CA-certificate imported pet. | Show Cerl

Default... |

Picture 34 — Configuring CSR for NMS

e It is recommended to activate ,Client-Authentication® and ,Server-Authentication® to enable the
verification of the identity of the TLS receiver and so to achieve a higher security of the connection.

e ,Create certificate-request...": Please complete form for the CSR content. If the MNT- or NMS-CSR are
signed with SCEP (e.g. Windows 2008 Server) in the gateway it is possible to enter a fitting ,,Challenge
Password". All other details have to be given in accordance with the PKI directive agreed upon fort he

installation or at one’s own discretion.

| Edit CSR ...

— CSR-Attributes

Counkry:
Statef Province: I MRW
Location/ City: I Paderborn

Organization Mame/ Company: I MovaTec

Organizational Unit) Section: | RD

Cammon Marme: I SEPO0G03515AB0E
E-Mail-Address: | sip33-Line@cisco
Challenge Password: I A challenge password

Min. 4 characters
Max, 20 charackers

cwen_|

Picture 35 - MNT- / NMS-CSR form
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e ,Select SSL verify depth®: In this box you define the verification depth of the certificate chain.

e ,Import Call Home-CA-file...": The CA certificates can be imported into the trust list of the gateway. The
content of the certificates can be shown before and after importing them. The number of imported CA

certificates is shown. By means of these CA certificates the gateway verifies the identity of the TLS
receiver for MNT or NMS connections.

DB.HBTLSSRTP-.NT As of May, 2™ 2014 45/93

Copyright 2014 NovaTec Kommunikationstechnik GmbH



Operating manual
Installations-/Konfigurations- Handbuch TLS und sRTP

Version 3.5 (Final)

4.5.5Creation of MNT- / NMS-CSR

The configured certification requests are created in the gateway after a reset.

4.5.6 TI-CA signs the MNT or NMS certificate

If TI-CA is connected to the gateway it can sign the MNT- or NMS-CSR separately on the gateway. If there also
is a SIP-CR all three can also be signed together in one go.

- Please pursue the steps for the 3rd and 4th case as described in chapter 5.1 ,Signing with TI-CA". Choos
input “CSR from:” as follows:

e ,mnt_req_csr from target" if only the MNT-CSR is to be signed.
e ,nms_req_csr from target" if only the NMS-CSR is to be signed.

e all requests from target" if all existent CSR (MNT, NMS & SIP) in the gateway are to be signed
together in one go.

TraceInfo CA 1.6 [_ O] x|

" About I Eonnectinnl Files I Create Key/Certificate  Sign Cerificate Requests | Transfer I:SFHEF!TI Diagnosisl

Pazzword

xxxxxxxxxx

Pleaze enter igzuer pazsword I

xxxxxxxxxx

Flease repeat izzuer pazsword I

~ Input — Dutput
CER from | all requests from target j CRT to: IaII signed certificates to largetj
certificate request fram PC
mnt_leq.csr from target
C Kew file: |sip_req.csr from target Senal path: IC:'\cert |
s _red.c3r from target
all requests from target .
Cé's Cet 1o FE oo Walid days:  |365 tdau. =
Temp path; |C:cert | Olutput Path: IE;\ce[t |
Certifizate with human readable header I

Sign the certificate request |

Eit | Hebp

Picture 36 - Input: TI-CA signs MNT- / NMS-CSR on the gateway

The target adjustments for ,output" are automatically set analogue to the input adjustments.
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Tracelnfo CA 1.6 =] B

" About I Cnnnectionl Files I Create Key/Certificate  Sign Cerificate Requests | Tranzfer CSR/CRT I Diagnnsi$|

FPazsword

Fleaze enter izzuer pazsword I **********

Fleaze repeat izsuer pazsword I ““““““““““

— Input — Dutput
CSR from :

IaII requests from target j CRT o all signed certificates o target j

zigned certificate to PC
mnt_req.cit ta target
Serial path: sip_req.crt ko target

Ci Ky file: IE:kcell'\cakey.pem

CA's Cart I,::\\CE[t\\ca_ceﬂ_mt | Valid days: -all:s:igned-::ertir'ilc:-_ag:tu:-l.-arget
| Output Path: |C-\cert |

Certificate with human readable header I

Temp path: IC:\cert

Sign the certificate request I

Eit | Help

Picture 37 - Output: TI-CA signs MNT- / NMS-CSR on the gateway

4.5.7 Loading externally signed MNT- & NMS-CRT into the gateway
If TI-CA is connected to the gateway it can also upload an externally signed MNT or NMS certificate.

Please pursue the steps in chapter 3.2.1.3 ,Signing the CSR externally

4.5.8 Performing a reset

After a reset the certificates on the gateway are active.
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4.5.9 Installing MNT- & NMS-CRT on the PC side

The certificates as given in the chapter , TI-CA signs the MNT or NMS certificate" are installed on the PC side.
They can be loaded into a NAMES SSL context (see NAMES handbook) for example or imported into TI-CA or
the NovaTec configuration program under “Connection — Network Options” in the menu. After this TLS secured
connections between NovaTec gateways and NovaTec applications can be used.

Network options x|

—Address for MovaTec Metwork Services

Hosthame |172161123

I
v Enahble TLS

TLS settings |

|

Cancel |

Picture 38 — Activating TLS for MNT

Start the NovaTec application on a PC whose connection to a gateway is to be secured with TLS

e Enter IP address of the gateway in window ,Network options™ and activate TLS by clicking ,,Enable TLS"

Open window for the settings as required for TLS connections by clicking button , TLS settings".

e ,Security Method:" choose , TLSv1" .

e The “Cipher Options...” can remain on standard settings.

e We recommend activating ,Server-Authentication®. The PC application will then verify the TLS
certificate of the gateway and confirm its identity.

e With ,Import Private Key..." the private key file ,mnt_key.pem", generated by TI-CA together with the
MNT certificate signing request, is loaded.

e With ,Import Public Key..." the signed MNT certificate (CRT) is imported.

e In a final step the CA certificate, with which TI-CA or an external CA signed the MNT certificate, is
loaded into the trust list of the application under ,Import CA-file..."”.

e With ,OK" the settings are confirmed and activated.
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— General TLS Settings for TI-Client
Security Method: ITLSV'I j Cipher Options... |
Serverduthentication: [
Client-Suthentication: ¥
— Certificate/k.ey - b anagement
Irmport Private Key... | Mo private key loaded. ..
Import Public Certificate... | Mo public certificate loaded...
Impart Ca-file. .. | Mo Ca certificate loaded..
]9 I Cancel Default...
Picture 39 — Loading TLS certificate for MNT
DB.HBTLSSRTP-.NT As of May, 2" 2014 49/93

Copyright 2014 NovaTec Kommunikationstechnik GmbH



Operating manual

Installations-/Konfigurations- Handbuch TLS und sRTP

Version 3.5 (Final)

4.6

Deactivating TLS and sRTP

4.6.1 Turning off encryption for SIP and Maintenance

Go to NovaTec-System -> System IP options.

Choose “Disable Security ...” and confirm the shown windows. The node “TLS security” under “System IP
options” in the tree on the left hand side is no longer shown.

Fle Wiew Corfigurationdata Encryption Extras Licensing Print  Help

== S = A

E|E:| MovaTec-Systern

-.[E] Chassis

- [E] Interfaces

- [E] Universal Settings of 15DN-fAnalogue-Interfaces
skem access control

i [2] DS servers
[E] Available IP services
@ Systemn MAT mapping

[#-_1 sRTP encryption options
F-(Z] Mumbering plan

--[E] Call data profile

7L Trunk group

-] Master | Slave settings
7] Synchranisation

7] DSS1 -» 1TR6 corwersion options
£-(_] Frame Relay

(L] Fixed connections

- [E] & Channel permissions
-[Z Prokocol Settings

@ Crptions

-] Subscriber

[-[Z] Line group

-2 Call bake aver

B-(Z] Call back settings

[#-(Z] CLIP Masquerading

- [E] B-channel to B-channel
. [E] MLPP

(L] MIP (MovaTec Internet Pathfinder)
-] Operating parameters

(L] Call home settings

(] Advanced Least Cost Router

- -5

HovaTec - System IP options

Laocal Mame

Local Domain

Local IP-Address

Subnet mask

Gateway

DSCP

MTU

Extemal Gateway |P-Address
Public: name

Mon mazqueraded P
addrezses mazk [WPMH)

r |P-Optiorn
DHCP-Options JOHCF off =]
DHCP starts optional app Ifo j

ISE.novatec.sip

Inuvalec.sip
I 192 . 168 . 127 . 254
2Hh.285.0 .0

192 168 . 1 . 254

—WLAM-T agging

[~ WLAM-Tagging Ond O

WLAN-ID

Pricrity [LAN]

Jo

r~ Transport Layer Security [TLS]

Enable Security ...

Dizable Securiy ...

License is lnaded W —

Picture 40 — Deactivating TLS in the configuration
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4.6.2 Changing the IP transport service

Now please turn off transmission protocol TCP for TLS and activate UDP.

The change to SIP-UDP takes place automatically from Version 6.6, if using an older version please execute the
following steps:

e Go to NovaTec-System -> System IP options -> Available IP services.
e Double-click TLS-SIP service (description may vary) and delete tick in check box ,Activate service".

e Confirm with “OK",

File View Configuration dsta Encryption Extras Licensing Print  Help

= | J>|=] ==

=1+ MovaTec-System MovaTec - Available IP services

) Chassis Edit service properties
[E] Interfaces Service name | Core protocol | Type [ status [ Role —
5] universal Settings of LSON-fanalogue-Interfaces | g gin jpp Datagram SIP Dissbled  Server | Core options | General options | Access options | SIP spscifc options |

S 8 :VSEEW - cantrel @ HITP Stieam HTTP  Disabled  Server

e és i @ Telet Stieam TELNET  Disabled  Server Service name [SIP-TLS it By-Enable-TLS
i p . @ SIP-TLSHnitByEn.. Steam SIP Enabled Server

- [B] Available 1P services Core pratocal Stream (TCP) hd

-] System NAT mapping
~[E] ENUM servers Gervics type SIP -

i [E] TLS Security
¢ e
{2 Mumbering plan

+.[E] Call data profils

-2 Trunk group Receive port 50851
-2 Master | slave settings

() [1 Synchronisation Send port 081

D ey et —
[

(L] Fixed connections

s E gcra”"‘:‘ th'm‘ss‘ms & Remote IP address i i 0 [l

vokocol Settings
--[E] Options " Remote name |
-] Subscriber

B
-] Line group

B Cal bake over Hew Edit | Delete © Client
-0 Call back settings — 6 Saver
-1 CLIF Masquerading

+.[E] B-channel to B-channel

w[E] mLpp

1]-[Z3) MIP (MovaTec Internet Pathfinder)
+-[[]) Operating parameters

1-[[7 Call home settings

7] Advanced Least Cost Router

ok | [ abbrechen | Oberchien

Picture 41 — Checking the unsecured IP service

e If there is no active UDP service in the IP services list please double click inactive UDP service and set
tick in box ,Activate service". Confirm with ,0k".

e In case no UDP service is available please click button ,New..." to set up this service for SIP.

e Enter Name for the service and choose ,,Datagram (UDP)" as new IP protocol.
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Core options | General options | Access mptinnsl SIP specific nptinnsl
Service name IS\F‘-UDF‘
Core protocol IDatagram [UDF) 'I
Service type SIP i

V' betivate service

Receive port IEDED
Send port ISDBD
Destination port ISDBU

& Remate IP address I o 1] o 1]

" Remote name |

" Client

& Server

oK I Ahhrechanl [Ibermefmen

Picture 42 — Setting up UDP service for SIP
e Delete tick in box “Activate authorization” on tab “Access options”.

Edit service properties X

Care optionsl General options  Access options | SIP specific oplionsl

¥ Always allow Lan and subnet access

™ Activate autharization

sz access list

INone selected j

! Usze uger name and password

[ zer mame Iadm\n

[zer passward | ******

ak I Abbrechen | Ubermehmen

Picture 43 - Access Options
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e Choose Name for ,Session Owner" freely on tab “SIP specific options”.

e Confirm with “Ok”.

Edit service properties

"Core nplinnsl General options | Access options 51 specific options |

Session owner I

Session name ||

[V UAC enabled
[V &S enabled
™ Suppart W1

Extenzions IDxDUUDDDDD |

™ Proxy
¥ Redirector
¥ Registratar

™| Locatar

Ok I Abbrechen [Ibemehmen

Picture 44 - SIP Session Owner

The new unsecured transmission protocol is now installed.
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4.6.3 Deleting TLS ports and changing from sRTP to RTP
e Goto ,NIP* - ,SIP* > ,Mapping lists" - ,User mapping".

e Delete port *:5061"” in box ,,URI/Name/IP".

e To deactivate sRTP confirm “Do not use” for “Encryption setting”.

User mapping is active v

~ISDN aption:
150N [ wideadw  weatul
Incoring prefis l— Mumber length lﬂ_

-~ Dievice optian:
Device Subs: [ L

IPthe e

BC: | | Hef =

— Facsimile over [P [T.38)
™ Enable 7.38 11.28 Expert Settings

~SIP URI / Name / Domain / IP infarmation

RMCS Synchranization settings
’7 Has external clock source [ Iz aRMCS system [~

URI / Hame / 1P [132.188 127 253 CUICM ik i
|P werfication mask 32 significant bits
Woice / Data codec Iauto-negotialion j Iauto-negotiation j
Trusted ~ Accept all names ~ Conrect faulty format [~
Public access I User name is a prefis. [ CanrediectinLaN [
ISDM i a username [ Additional lags I—
[~ Account seting:
Account l— Passwiord I—
Simplified digest r Basic authorisation [ Prosy authorisation [~
Reserved 1 u May e altermative encryption methads r

Encryption setting lTry touse A !l Handling profile: Handling profile -

Additional flags I

Cancel

Picture 45 — Deactivating user mapping sRTP
e Goto ,NIP* > ,SIP" - ,Mapping lists" - ,Local mapping".
e Delete port ,:5061" in box ,Registrar®.

Edit Local mapping [ x|
Activate local mapping ird

— External option:

External Mame 200 Wildeard r

 Intemal option:

Internal Murnber 300 wildeard r

Additional flags I

—Account option:

Registrar 132.168.127.252 CUCH trunk r
Aocount admin

Passward Ipass‘—

Register own address [ Mo reverse mapping r Use for all addresses [
Pazsword is a digest [ Allow insecure authorisation [~ Prefer own name r

Additional flage I
el |

Picture 46 - Local mapping
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5 Creating certificates

When restarting the NovaTec system for all three instances — if configured — certificate signing requests (CSR)
are created. These can be signed by a certificate authority (CA). You then receive the required TLS certificate.
TI-CA, a Windows server with SCEP or NAMES can also be used as registration authority.

5.1 Signing with TI-CA

With TI-CA you can sign certificate signing requests (CSR files) for certificates.

TI-CA can also sign CSR files which are saved locally on a PC or sign CSR files directly on a NovaTec system.
1. Case — The CSR is saved locally on a PC and the certificate is saved there, too.

2. Case — The CSR of a NovaTec system is at hand locally but the signed certificate is written back onto
the corresponding NovaTec system.

3. Case — The CSR is on a NovaTec system and the signed certificate is written back there.

4, Case — Like case 3, but the CSR of all three instances (MNT, SIP, NMS) are signed in one go on the
system.

« Start TI-CA application.

« If the following message is shown, the USB dobgle is missing, which is necessary to unlock the
application.

TraceInfo CA 1.6 x|

@ HASE _COMTAIMER._MNOT_FOUM |

QK

Picture 47 - TI-CA was started without dongle
« Onlyin case 1 an online connection to the NovaTec system is not required.
« In all other cases, if the issued certificate is on a NovaTec system before or after the CSR was signed,
you establish a connection to the target system with TI-CA. Please enter the IP address of the target

system on tab ,Connection" > ,Settings".

« Afterwards establish the connection with ,Connect”. You may have to enter your chosen login under
“Username” and “Password”.
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Tracelnfo CA 1.6 =]

“About  Connection | Files I Create Fep/Certificate I Sign Cerfficate Hequestsl Transfer CSRACART I

— Connection-Log

13133;3 Eg{: —Address for NovaTec Mebwaork Services

13:38:53 Cor

13:38:53 Che 192 162.10.2 =
133853 Che | oSmAme ! [
13:38:53 Vali

13:38:53 Car [~ Enable TLS
13:40:29 Cor Part |m
13408 O TS setings|

1.3:40: 35 Drisc

—_— Help | Cancel |

Clear log | Settings | NetworkServicesl Caonnect | [Mizzannest |

E «it Help

Picture 48 — Addressing the target system
e All other adjustments for signing with TI-CA can be made on tab ,Sign Certificate Requests".
e Please enter the CA password connected to the ,,CA private key" (cakey.pem).

e Repeat the password entry. Should this step go awry, an error message is shown in the bottom line and
the button “Sign the certificate request” is deactivated.

e The further entry mask is composed of the ,input" box on the left and the ,Output" box on the right.
Under “Input” you can enter the data for the CSR and the storage location for the CA certificate and the
corresponding private key file. Under “Output” you can enter the data for the certificate to be issued.
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Case 1) The locally available CSR, which is to be signed, does not have to be created with TI-CA.
Certificate signing requests created by external applications can also be signed in this particular way.

TraceInfo CA 1.6 =]

" ahout I Eonnectionl Files I Create Key/Certificate. Sign Cerificate Requests | Transfer CSRACRT I

Fazsword

Please enter iszuer paszword I xxxxxxxxxx

Fleaze repeat issuer password I ““““““““““

— Input  Dutput
LSRR from : Icertificate request from PC j CRT to Isigned certificate to PC j
CA Key fle: [C:\Fioot CAMCACERT caks . | | | Seril patke [Chcen [
Ci's et |C-4Fioot_CAVCA-CERThca _| Validdas: [10000  Max = 3268
REG-file: IC:HHDDt_C.&'\C.ﬁ.-I:EHT’\ca_l _l Dutput Path: I[;;\ce;t _l
Certificate with human readable header I

Sign the certificate request I

Eit | Help

Picture 49 - TI-CA "Sign Certificate Requests” PC-to-PC

- Please select as follows in the input box:

e Choose “certificate request from PC"” under ,,CSR from:" .

e Choose the private key file for the ,,CA Private Key".

e Select the CA certificate.

e Select the certificate demanding file under ,,REQ-file™ (here: ,Beispiel.csr™).
- Please select as follows in the output box:

e Choose “Signed certificate to PC" under “CRT to:".

e Enter path for the serial number file.(1)

e Enter the validity of the root certificate in days under ,Valid days".

e Enter the local destination directory for the backup of the signed certificate file under “Output Path”.
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e Please deactivate “Certificate with human readable header”.

e After you have carried out all settings as described above please press button "Sign the certificate
request"”.

After the CSR has been signed the certificate “Beispiel.crt” lies in the entered destination directory.

Note (1):

The serial number is saved in a file by the name serial.txt. If this file is not detectable in the entered path the
application will create a new file with a default number. The user can determine the number himself by creating
a file name serial.txt with a 16-digit hexadecimal number, e.g. 0123456789ABCDEF. The application will use the
serial number currently given in the serial.txt file. After the current serial number has been used the application
will count up the serial.txt file.
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Case 2) The CSR of a NovaTec system is available locally; the signed certificate is afterwards rewritten to the
corresponding NovaTec system. This option is provided by TI-CA — but with at present without practical use.

TraceInfo CA 1.6 [_ ]

" ibout I Eannectiunl Files I Create Key/Certificate  Sion Cerificate Requests ITranstl ESHJEHTI Diagnusisl

Passwaord
Please enter izsuer password I **********
Please repeat issuer password I **********
7 inpt — Output
LS from : Icertificate request fram PC j CRT ta: signed certificate to FC
LA Key file: IE:'\HDDt_E.f-‘«'\D'-‘«-EEFIT\.caku | Serial path: IC:\cElt |

Ca's Cert: ICil\HDDl_m'\C‘*\'EEHT\Ca_' | Walid days: |1EIEIEI Max. = 3268

RE Ol-file: IC:'\Cert\lequest.csr | Output Path: IC;\Ce[t |

Certificate with human readable header o

Sign the certificate request |

Eit | Help

Picture 50 - TI-CA "Sign Certificate Requests” PC-to-Target

o Connect TI-CA with the target system. Enter the IP address of the target system on tab ,Connection®
- ,Settings" (see also Picture 48 — Addressing the target system).

« All further adjustments for signing with TI-CA are made on tab ,Sign Certificate Requests".

« Please enter the CA password connected to the ,CA private key" (cakey.pem).

« Repeat the password entry. Should this step go awry, an error message is shown in the bottom line and
the button “Sign the certificate request” is deactivated.

- Please select as follows in the input box:
e Choose “certificate request from PC"” under ,,CSR from:™ .
e Choose the private key file for the ,,CA Private Key".
e Select the CA certificate.

e Select the certificate demanding file under ,REQ-file" (here: ,Beispiel.csr*).
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- Please select as follows in the output box:

e As example select ,sip_req.crt to target" for SIP under “CRT to:".
e Enter the path for the serial number file.(1)
e Enter the validity of the root certificate in days under ,Valid days".

e Enter local destination directory for the temporary storage of the signed certificate file under ,Output
Path". This file is transferred to the target system and then deleted locally.

e Please deactivate “Certificate with human readable header”.
e After finishing all settings as described above please press button "Sign the certificate request".

After the certificate signing request (CSR) has been signed the SIP certificate ,sip_req.crt”, here used as
example, is written onto the target system.

Note (1):

The serial number is saved in a file by the name serial.txt. If this file is not detectable in the entered path the
application will create a new file with a default number. The user can determine the number himself by creating
a file name serial.txt with a 16-digit hexadecimal number, e.g. 0123456789ABCDEF. The application will use the
serial number currently given in the serial.txt file. After the current serial number has been used the application
will count up the serial.txt file.
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Case 3 and 4) These two cases can be treated in one fell swoop. The only difference is, that in case 3 one CSR
and in case 4 several CSR are signed together in one go. The CSR files are available on a NovaTec Gateway.
The created certificates are also deposited on this NovaTec gateway after being signed

Tracelnfo CA 1.6 [_ 1] =]

" About I Eonnectiunl Files I Create Key/Certificate. Sign Cerficate Requests | Tranzfer CSR/ACRT I Diagnnsisl

Pagsward

Pleaze enter izsuer password I ********* 1

Fleaze repeat izsuer password I ““““““““““

Input — Output

C5h from Icertificate request fram PC j CRT to: |$i|3_lEEI-CTt to target

CA's Cert: IE:'\Hout_E.&'\E.&-EEF!T\ca_u | Walid days: I‘IDEIIJ Max = 3265

REQ-file: |C1\cert\request.csr | Dutput Path: |c;\cen

[~
4 ey file: |c:\ﬂoot_mxm-cEF|T\cak. _| Serial path; II::'\c:ert _|
-

Certificate with human readable header

Sign the certificate request |

Eit | Hep

Picture 51 - TI-CA Sign Certificate Requests PC-to-Target

o Connect TI-CA with the target system. Tragen Sie unter dem Reiter ,Connection® > ,Settings" die IP-
Adresse des Zielsystems ein (siehe Picture 48 — Addressing the target system).

« All further adjustments for signing with TI-CA are made on tab ,Sign Certificate Requests".

« Please enter the CA password connected to the ,CA private key" (cakey.pem).

« Repeat the password entry. Should this step go awry, an error message is shown in the bottom line and
the button “Sign the certificate request” is deactivated.

- Please select as follows in the input box:
e Choose “certificate request from PC"” under ,,CSR from:".
e Choose the private key file for the ,,CA Private Key".
o Select the CA certificate.

e Select the certificate demanding file under ,REQ-file" (e.g.: ,sip_reqg.csr") .
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- Please select as follows in the output box:

e As example select ,sip_req.crt to target" for SIP under “CRT to:".
e Enter the path for the serial number file.(1)
e Enter the validity of the root certificate in days under ,Valid days".

e Enter local destination directory for the temporary storage of the signed certificate file under ,Output
Path". This file is transferred to the target system and deleted locally afterwards.

e Please deactivate “Certificate with human readable header”.
e After finishing all settings as described above please press button "Sign the certificate request”.

After the certificate signing request (CSR) has been signed the SIP certificate ,sip_req.crt”, here used as
example, is written onto the target system.

Note (1):

The serial number is saved in a file by the name serial.txt. If this file is not detectable in the entered path the
application will create a new file with a default number. The user can determine the number himself by creating
a file name serial.txt with a 16-digit hexadecimal number, e.g. 0123456789ABCDEF. The application will use the
serial number currently given in the serial.txt file. After the current serial number has been used the application
will count up the serial.txt file.
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5.2 Signing process with SCEP

The following 8 steps are passed through during configuration of SCEP and signing with SCEP:

Step: Public certificate for all three instances are imported into the configuration.
Step: Enroliment and encryption certificates are imported into the configuration.

Step: Upload the configuration onto the NovaTec systems with reset.
Step: SCEP Enrolment with automatical reset.

vhwn =

RA/CA StandaloneServer

1. PublicCA
2. Enroll, Encrypt CA
3. One Time Password

5. SCEP Enrollment

(verschliisselt)
NT-Conf
v 4. Download
Konfiguration
opoo <
oooo
0000

NovaTec Systeme

Picture 52 - SCEP Enrolment NovaTec Gateways

Step: (Optional) Import ,,One Time Password" from web browser into the configuration.
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After the TLS certificates on the NovaTec gateways have been signed and the necessary certificates (here only
the public CA) for the verification of the PKI chain have been imported to these, the CallServer and the
workstation, with which the gateways are supervised, have to be equipped with the complete certificate chain.
Apart of this the TLS certificate for NMT and NMS on the workstation is signed by TI-CA.

N

6. Step: Import the public CA certificate into the CallServer (e.g. CUCM, see chapter 6.3 Importing and
exporting certificates).

7. Step: Create the NMT and NMS certificates with TI-CA out of the public CA certificate (see Fehler!
Verweisquelle konnte nicht gefunden werden.).

8. Step: Performance test of NMT, NMS and SIP with TLS.

RAJCA StandaloneServer

PublicCA

PublicCA

TI CA

Certificate

. NMT/TLS

SIP/TLS NMS/TLS
+— & oooo -« @ —

apoo

NovaTec Systeme

Picture 53 - SCEP Enroliment CallServer & NovaTec Management PC
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5.3 Signing systems with NAMES

Carry out the configuration steps described in the NAMES user manual. After this NAMES can process the
signing of the certificates automated. All three CSR files on the gateways are signed, which have previously
been created if given by the systems configuration.
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6 Configuring secured connections in the CUCM

In order to allow the establishment of TLS and sRTP secured connections between NovaTec gateways and the
Cisco Call Manager, the Cisco Unified Communication Manager (CUCM) cluster security mode has to be set to
“mixed mode”. As precondition the Cisco CTL client has to be installed, which creates a list of certificates
(Certificate Trust List) within the CUCM. Two Cisco security dongles/tokens and the corresponding passwords
are required. Connect these dongles to a USB port only on explicit prompt.

For detailed information please check the CUCM help desk or pursue the short instruction in the next section.

6.1 Installing the CISCO CTL client

Please carry out the following steps in order to install the Cisco CTL client:

1. Open the Cisco Unified Communications Manager administration as described in the Cisco Unified
Communications Manager administration guide on the Windows PC or the Windows server, on which you
wish to install the client.

2. Select ,Application > Plugins® in the Cisco Unified Communications Manager Administration. The “Find and
List” plugin is shown.

3. Please enter ,Installation" in the drop down menu of the plugin and click ,Find".
4. Localise the Cisco CTL client.

5. Press “Download” on the right side of the window on height of the Cisco CTL client plugin in order to
download the file.

6. Choose ,save" and enter a path. Please remember the entered path.
7. Ensure that the security agent is turned off. E.g.: No enterprise security agent is running on this server.

8. To begin the installation double click “Cisco CTL Client” (icon or executable file, depending on where the
download was saved). Note: You can also use the ,Open" button in the ,Download completed" prompt.

9. The version of the Cisco CTL Clients is shown; click button “next".
10. The installation agent is shown. Click button “next".
11. Accept license agreement and click , next".

12. Select directory, in which you want to install the client. To change the default settings select “search®.
After choosing the place of installation press ,,next".

13. Click ,next" to begin with the installation.

14. As soon as the installation is completed please press ,Finish®.
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Please check the following before beginning to connect the CTL client with the CUCM:

1. Go to Cisco Unified Serviceability - Tools = Service Activation and ensure the following services are
active:

e Cisco CTL Provider is ACTIVE

e Cisco Certificate Authority Proxy Function is ACTIVE

 Security Services

Service Name | activation Status

~ Cisco CTL Provider Activated B
= Cisco Certificate Authority Proxy Funchbion Activated
Picture 54 - CTL Provider Activated
2. Go to CUCM Admin page - System - Service Parameter Configuration
e  Choose the fitting CUCM as server.
e Wahlen Sie als Service den ,Cisco CTL Provider Service".
e Port number has to be 2444.
alvaln Cisco Unified CHM Administration WECIN G Cisco Unified CM Administration =
€1S€9  For Cisco Unified Communications Solutions admin Search Documentation About Logout
System =  CallRouting «  Medis Resources ~  Advanced Festures = Device »  Applicstion +  User Managemert «  Bulk Administration ~  Help -
Service Parameter Configuration Bl NS Parameters for All Servers
B Save Set to Default
— Status
® Status: Ready
—Select Server and Service
Server® [132.168.131 1 (Active) =1
Service ICisco CTL Provider (Active) ;I
all parameters apply only to the current server except parameters that are in the cluster-wide groupis).
—Cisco CTL Provider {(Active) Parameters on server 192.168.131.1 (Active)
?
Parameter Mame Parameter ¥alue Suggested Value
Port Number * |2444 2444
— Save | Set ko Default I
Picture 55 - CTL Service Parameter
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Adding security certificates to the CUCM and activating , Mixed Mode"

1. Start the CTL Client.

LIBIX

[ cr. client v5.0

mll'wll'§
CIsco
Cisco Unified Communications M anager Server I
Hostname or IP Address: |[ZNERENNE Port: |2444
Usemame: Iadrnin
Password: |
o | covs | [ ]

Picture 56 — CTL Client connect

e Please do not use the DNS name of the CUCM, but solely its IP address.
e The default port should be 2444.
e Username and password are the username and password of the CUCM.

2. The CTL client will confirm the user and connect with the CUCM.
3. The prompt given below is shown. Please select “Set Cisco Unified CallManger Cluster to Mixed Mode”.

Press button “Next”.

[® cT1 Client v5.0 =11E3
Cisco CTL Client il
~ For IP Talephorgy Sohations CISCO
Chuster Secusity Mode |
(¢ Set Cuco Undied CalMansger Cluster to Mixed Mode
o~
 Update CTL Fid
teb | ool |[ hew |

Picture 57 - CTL Mixed Mode

4. The CTL Client will ask you to add a proof of safety. Now please connect the dongle to the USB port of
the PC/server, on which the CTL Client is installed.
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5. The CTL Client will now query the password for the dongle. Use the password given on the sticker (e.g.
“Cisco_xyz"). Please take special care when entering the password, as two wrong entries will disable
the dongle.

6. When prompted to do so remove first dongle from the USB port and connect the second on demand.
7. At the end of the process a ,Finish® option is shown but also the possibility to add security tokens.
8. Repeat steps as above if adding further certificates and select ,Finish®™ or add even more.

9. After finalising this process you will see the corresponding number of security tokens next to the entries
CAPF and CCM TFTO as also shown in the picture below. Attention: The picture shows four securit
tokens. Depending on how many tokens you have loaded the quantity will differ.

P CTL Client v5.0
™

Cisco CTL Chent alali
For [P Talepho [} 1=-]

CTL Eniies |
Type | Hostrame AP Add | 1ssusr Mame | Sutge
CAFF el CH=CAPF 4857decd OU=IPEC . CM=(C:
CLM+TFTF thdeny-ceml CHsrtdeny-cem 1. cisco. com, CHmix

Secuity Token  — No Hostname..  crmCisco Mardachaing Choom..  on='S
Security Token — Mo Hostname.,, creCisco Mamdachaing Choos..,  on="S
Securty Toker — Mo Hosirame crmCites Mamlachang Choon..  ene'S
Socuiby Token — Mo Hostname...  creCisco Mamulachaing Chops=...  on="S

Heo | saatere | addFeewa |

Carcel | emel nms&md” Erish |

Picture 58 - CTL Entries

10. Remove all dongles from the USB ports and keep these safe.
11. Close the CTL Client.

12. Start the CUCM and TFTP service via the CUCM Administration page anew.
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alln Cisco Unified Serviceability
CIS€O  pyr Cisco Unified Communications Solutions

admin About Logout
Alarm » Trace + Tools = Snmp »  CalHome = Help -

Service Activation

Q Save Setto Default @ Refresh

Status:
(@Ready ‘

[T Check all Services

Select Server
’;erver* |192.168‘131.1 | GD|

CM Services

| Service Name Activation Status
v Cisco CallManager Activated
¥ Cisco Messaging Interface Activated
2 Cisco Unified Mobile Woice Access Service activated
¥ Cisco IP Voice Media Streaming App Activated
I Cisco CTIManager activated
v Cisco Extension Mahility Activated
2 Cisco Extended Functions activated
v Cisco DHCP Monitor Service Activated
I Cisco Intercluster Lookup Service Activated
v Cisco Location Bandwidth Manager Activated
I Cisco Dialed Mumber Analyzer Server Activated
v Cisco Dialed Mumber Analyzer Activated
v Cisco Tftp Activated

Picture 59 - CUCM Service activation

6.2 Activating in configuration

6.2.1NovaTec on TRUNK connection
Please select - CM Administration - Security - Sip Trunk Security Profile

e The X.509 subject name has to be identical to the ,Common Name" as given in the configuratin oft he
connected NovaTec gateway for its SIP-CSR.

e Set “Incoming Port:” to 5061.
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alwil, Cisco Unified CM Administration Mavigatian
cisco - e S 4
For Cisco Unified Communications Solutions admin

System = Call Routing - Media Resowrces »  Advanced Festures - Dewice »  Application = User Management = Bulk Administrstion = Help =

SIP Trunk Security Profile Configuration CEIRTEN RS Back To Find/List =
LB Save x Delete Copy % Reset i Apply Config E“} A Mlevy

—Status
@ Status: Ready
—SIP Trunk Security Profile Information
Name* |sIP Trunk Profile sec
Description ISIP Trunk Profile sec
Device Security Mode IEncrypted ;I
Incoming Transport Type® ITLS ;I
Cutgaoing Transpaort Type ITLS ;I
[~ Enable Digest Authentication
Mones Yalidity Tirme (mins)™® ISDD
¥.509 Subject Name navatec
Incaming Port® ISDSI I
[ Enable Application level autharization
¥ accept presence subscription
¥ accept out-of-dialog refer**
¥ accept unsolicited notification
¥ Accept replaces header
[ Transmit security status
[ allaw charging header
SIP ¥.150 Qutbound SDF Offer Filtering® IStandardflItEr verwenden ;I

Picture 60 - CUCM Trunk Security Profile

Set “Destination Port” to 5061 in the trunk configuration and select the corresponding trunk security profile.
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alml,  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions About Logout

System = Cal Routing »  hecia Resources = Advenced Festures »  Device »  Application »  User Management »  Bulk Administration = Help -

Trunk Configuration

) seve x Delete % Resst DU AddNew

— Status

@ Status: Ready

—Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type Keine {Standard)

Device Name* |NovaTac i)

Description INOVaTBC_GW

Device Pool* |Defau\t =l
Comman Device Configuration |novatec-standard =l e
Call Classification™ |Use Systern Default =l
Media Resource Group List |< MNone = ;I
Location® |Huh_Nnne =
A&AR Group |< MNone = ;I
Tunneled Protocol* IOhne =l
QSIG Variant® INo Changes ;I
ASN.1 ROSE 01D Encading® [Ho Changes =l
Packet Capture Mode* |Ke|na ;I
Packet Capture Duration |n

™ Media Termination Point Required

¥ Retry viden Call as audio

I~ path Replacement Support
™ Transmit UTF-8 for Calling Party Name

I™ Transmit UTF-8 Mames in QEIG APDU

[~ Unattended Fort
¥ =RTP allowed - fthen this flag is checked, Encrypted TLS needs ta be configured in the network to provide end to end security. Failure to do so will expose keys and other

Picture 61 - CUCM Trunk sRTP Allowed

~SRTP Allowed" is set in the trunk configuration to enable the actual voice or data stream to be secured with
SRTP next to the TLS secured connection establishment via SIP.

As ,Destination Port" 5061 is set for TLS.

il Cisco Unified CM Administration WERIEELEON Cisco Unified CM Administrationll Go

CISCO  E4p risco Unified Communications Solutions

admin Sear About Lagout

System = Call Routing +  Media Resources »  Advanced Festures »  Device »  Spplication »  User Management »  Bulk Administration = Help =

Trunk Configuration
LE Save x Delete % Reset I:I'} Sald News
1

™ Maintain Original Caller ID DN and Caller Mame in Identity Headers

— SIP Information

Destination

7 Destination Address is an SRY

Destination Address Destination Address IPv6 w
*
1% f19z.168.1004 | | I3 l@l =

Picture 62 - CUCM Trunk Port 5061

DB.HBTLSSRTP-.NT As of May, 2" 2014 72/93

Copyright 2014 NovaTec Kommunikationstechnik GmbH



Operating manual
Installations-/Konfigurations- Handbuch TLS und sRTP

Version 3.5 (Final)

6.2.2 NovaTec on a phone connection
A NovaTec S3 can be connected to a phone line of the CUCM. To secure this connection with TLS and sRTP
please proceed as follows.

In cast no security profile exists such is created by copying a ,Transnova S3 — Standard SIP Non-Secure Profile"
and saving it as , Transnova S3 — SIP Secure Profile".

The following security adjustments are made in this profile.
Select > Device - Phone - Security Profile

e Set "Device Security Mode” to “Encrypted”

e As“Transport Type” choose “TLS”

e As ,SIP Phone Port" enter 5061

WEMLETNN Cisco Unified CM Administration

alili,  Cisco Unified CM Administration

CIS€O 4 Cisco Unified Communications Solutions ocumentation About mEEa

System -  Call Routing ~  MWedis Resources = Advanced Festures =  Device = Applicstion »  User Management »  Bulk Administration +  Help +

T ELCT T 498 Back To Find/List -

Phone Security Profile Configuration

LE Save XDeIete Copy %Rasa _Z Lpply Config Ell]i Aol M

—Status

® Status: Ready

—Phone Security Profile Information

Product Type: Transnova 53
Device Protocol: sIP

Mame* [Transnova 53 - SIF Secure Profile

Description [Transnova 53 - S1P Secure Profile

Monce \.-'aliditx Time* Iﬁpn

Device Security Mode IEncrypted ;I
Transport Type* |TLS =

T Enable Digest Authentication
™ Exclude Digest Credentials in Configuration File

arameters used in DI'IB.
SIP Phane Port* [Gog1 I

— Savel Delete I Copy | Resetl Apply Config Add New

@ *_ indicates required item.

Picture 63 - Modify Transnova S3 - Non-Security Profile
The new , Transnova S3 — SIP Security Profile®™ is now assigned to the “device Security Profile” in the ,Phone

Configuration®.
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bl Cisco Unified CM Administration TETEERn Cisco Unified CM Administration | GO

cisco For Cisco Unified Communications Solutions

admin Search Documentation About Logout
System +  Call Routing +  Media Resources »  Advanced Festures »  Device = Applcstion +  User Management +  Bulk administration +

Help -

Phone Configuration

B Save x Drelete Copry % Reset £ Apply Config Iﬂl} A Meswy

Calling Party Transformation CSS |< Mone = ;I il

CEIRVEGRRT S Back To Find,/List

¥ Use Device Pool Calling Party Transformation 55 {Caller ID For Calls From This Phone)

— Remote Numb
Calling Party Transformation CSS I< None > ;I

¥ Use Device Pool Calling Party Transformation C55 (Device Mobility Related Information)

—Protocol Specific Information

Packet Capture Mode™® IKeine =
Packet Capture Duration IU

*
BLF Presence Group IStandard Fresence group ;I

MTP Preferred Originating Codec™ [S11 112w

Device Security Profile Transnova 53 - SIP Secure Profile

|< Mone =

erouting Calling >earch space |811—Hallbergmoos—83786 =
SUBSCRIBE Calling Sesrch Snace [ Hons = =
SIP Profile® ISIP Frofile MovaTec BWI ;I
Digest User ;I

[~ Media Termination Point Required

™ Unattended Port

r Require DTMF Reception

Picture 64 - Transnova S3 - Security Profile
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6.3 Importing and exporting certificates

In case no common certification authority (CA) is available for a CUCM and a NovaTec gateway, a two-way
exchange of the SIP-TLS-certificates is necessary. The CUCM for example might only have a self-signed
certificate and the NovaTec gateway might be operated with a SIP-TLS-certificate, which was signed with TI-CA
or an external CA. In this case both certificates have to be exported from the systems and imported into the
opposite system.

6.3.1 Exporting CUCM certificates to a NovaTec system

6.3.1.1 Downloading a certificate from a CUCM

In order to download a certificate from the CUCM on to your PC please proceed as follows:

1. Go to OS-Administration > Security > Certifikate Management in the CUCM. The list of certificates is
shown.

2. You can use the search function to filter the certificate list.

3. Click onto the name of the certificate ,CallManager.pem". The certificate configuration is shown as window.
Press button “Download”.

4. Open the download dialogue and save the exported file.

5. The CUCM certificates, which are saved on a PC, can be imported into the trust list of a NovaTec gateway as
described in chapter 4.2.3 ,, Loading the CA certificate into the trust list ™.
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Al Cisco Unified Operating System Administration

€I5€O  Fyr Cisco Unified Communications Solutions

admin

Show »  Settings »  Security »  Software Upgrades »  Services = Help =

@-_:.l, Regenerate .ak Davwnload Lﬁ_:.l, Generate CSR IEIL Daovenlaad CSR

—Status

@ Status: Ready

— Certificate Settings
File Name CallManager.pem
Certificate Mame CallManager
Certificate Type certs
Certificate Group product-crn
Description Certificate Signed by Zertifikatstell-Ca

— Certificate File Data
[ -

Wersion: W3

Serial Number: 459385705281781313306638

SignatureAlgorithm: SHAlwithRSA (1.2.640,113549.1.1.5)

Issuer Mame: CH=Zertifikatstell-CA

Validity From: Mon Jun 03 15:39:17 CEST 2013

To: Frilun 03 13:28:28 CEST 2033

Subject Name: CHM=+CM91-1-1.novanet.local, OU=Cluster-2, O=Support, L=Testlab 3.0G 1a,
ST=Faderbarn, C=DE,
SERIALNUMBER=3767febb3baglca56fe917dfd2e2758c8b5485857817 a7 2fa0feeBbdcf9cz Leafd

Key: RSA (1,2.540,113549,1,1.1)

Key value:
30818902818100fb03384b4 1caced7508697 a74b728962d6e82d3a143db3994909bbfe0c58eb55264423 245
95cf4101cfcabfc7B57211e804a48dd9b96d2b0df18709cd100322277c6d94b909d969cdbd 2f463248d2c823f
a3aaf775bff8e5a0db54331f835c2d1189a945541 2fae078b80ea2{fa5172deb 296244 8b0e31d5f4f530a8454
7el3il0z03010001

Extensions: 6 present

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false
Usage oids: 1.3.6,1.5.5.7.3.1,1.3.61.5.5.7.3.2, 1.3.6,.1.5.5.7.3.5,

Fxtensinn: Kevllsane (0107 .5.29.15% LI

—  Regenerate I! Downloadl Generate CSR I Download CSR I

Picture 65 - Download CallManager certificate
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6.3.2 Importing a NovaTec certificate into the CUCM

To upload a certificate from your PC into the trust store of a CUCM please proceed as follows.

The CA certificate, with which the SIP-TLS-certificate of a NovaTec gateway has been signed, has to be
uploaded into the CUCM trust store. Please also consider the security passage in the CUCM OS Admin Guide, in
order to find out how a certificate can be loaded into the CUCM Trust Store.

e The CA certificate ,xxxxx" should be uploaded into the Call Manager and classified as trustworthy
certificate.

e OS Administration > Security - Certificate Management > Upload Certificate
e Certificate name: Callmanager-trust

e Root Certificate (can be left empty)

e Upload File: E.g.: ,siptcl_ca_cert.pem"

If multiple Call Managers are configured within a cluster ,xxxxx" has to be loaded onto all Call Managers within
the cluster.

Upload CertificatefCertificate chain

Séi Upload File E} Close

— Status

@ Status: Ready

—Upload Certificate fCertificate chain

Cer‘tifigate ICaIIManager-trust =l

Marme

Description ||

Upload File | Durchzuchen... |
—  Upload File I Clc-sel

@ *_indicates required itern.

Picture 66 - Upload CA certificate into CUCM trust list
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6.4 External CA signs Call Manager

If the self-signed Call Manager certificate is not to be used but an external CA signs the Call Manager certificate,
the following steps are necessary:

e The Call Manager places a certificate signing request (CSR).

e  OS Administration - Security - Certificate List - button , Generate CSR™

Generate Certificate Signing Request

Liﬂj Generate CSR [g Cloze

— Status
:! Warning: Generating a new CSR will overwrite the existing CSR

— Generate Certificate Signing Request
Certificate Name™* |CaIIManager =1

— Generate CER I Closel

@ *_indicates required item.

Picture 67 - Generate CSR
e The CSR is exported and sent to a CA for signing.

e OS Administration - Security - Certificate List > button ,Download CSR"

Download Certificate Signing Request

L’él Dowvnload CSR [g Cloze

—Status
:E Certificate names not listed below do not have a corresponding CSR

—Download Certificate Signing Request
Certificate Mame* [CaliManager =

— Download CSR I Clc-sel

@ *_indicates required item.

Picture 68 - Download CSR
e The CA certificate of the external CA is loaded into the Call Manager.
e OS Administration > Security - Certificate List > button ,Upload Certificate"

e As "Certificate Name” select “CallManager-trust”
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Upload Certificate fCertificate chain

gfi"l Uploadi File  [£4 Close

— Status

® Status: Ready

—Upload Certificate fCertificate chain

Certificate | CallManager-trust =

Mame

Cescription ||

Upload File I Durchzuchen. . |
—  Upload File | Close I

Picture 69 — Loading the CA certificate into the trust list
e The signed certificate is loaded into the Call Manager.
e OS Administration - Security - Certificate List > button ,,Upload Certificate™

e As “Certificate Name” select “CallManager”

Upload Certificate fCertificate chain

g@i Upload File B Close

— Status

@ Status: Ready

—Upload CertificatefCertificate chain

Certificate
Marne

Description ISeIF-signed certificate

Upload File I Durchsuchen... I

—  Upload File | Closel

Picture 70 — Loading New Call Manager certificate
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6.5 Deactivating in the configuration

6.5.1Deactivating TLS and sRTP for a CUCM trunk

e Delete the tick in the box ,SRTP Allowed...” in the trunk configuration window. Set “Destination Port” to
5060 and select the favoured trunk ,non-security" profile.

almn  Cisco Unified CM Administration

€IS€0  ry¢ Cisco Unified Communications Solutions

admin zearch Documentation About

System »  Call Routing = Medis Resources »  Advanced Features »  Device +  Applicstion = User Managemert »  Bulk Administration = Help -

Trunk Configuration CERVCEGRRT S Back To Find/List =
LB Save x Delete % Reset |f|]= Bk e

—Status

@ Status: Ready

—Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type Keine (Standard)

Device Hame* INUvaTec 05 i

Description INUV&TECﬁGW

Device Pool* |Defau|t =l
Common Device Configuration |n0vatec—standar’d ;I
Call Classification® IUse Systemn Default ;I
Media Resource Group List |< MNone = ;I
Location™® IHubiNUne ;I
AAR Group |< MNone = ;I
Tunneled Protocal* [chne =l
QSIG Variant® |Nn Changes ;I
ASM.1 ROSE 01D Encoding® [Ho changes =l
Packet Capture Mode™ |Kame ;I
Packet Capture Duration |D

™ Media Termination Paint Required

I Retry Wideo Call a5 Audio

I™ path Replacemnent Support

I Transmit UTF-8 for Calling Party Name
I~ Transmit UTF-8 Names in QSIG APDU
I Unattended Fort

v SRTP Allowed § When this flag is checked, Encrypted TLS needs to be configured in the netwark to provide end to end security. Failure to do so will expose keys and other

Picture 71 - Trunk configuration — sRTP
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alial,  Cisco Unified CM Administration VEREERN Cisco Unifisd CM Administration +

cisco For Cisco Unified Communications Solutions

admin rch Docurnentation About Logout
System w  Call Routing «  Media Resources »  Advanced Featurez »  Device = Application »  User Management «  Bulk Administration

Help -

RGN R 35 Back To Find/List

B Save x Delete % Reset E% 2cd Newr

Caller Name | d

I™ Maintain Original Caller ID DN and Caller Mame in Identity Headers

— SIP Information

Destination

" Destination Address is an SRY

Destination Address Destination Address IPvE I Destination Port l
*
1% Jisz.168.1004 | Isusu IE' =

MTP Preferred Originating Codec® Filulaw

*
BLF Presence Group Standard Presence group

MNon Secure SIP Trunk Profile

ISIP Trun! Security Pr0¥| e

Rerouting Calling Search Space Hausanlage

Out-Of-Dialog Refer Calling Search Space |< Mone =

SUBSCRIBE Calling Search Space [= Hone = =l

Picture 72 - Trunk configuration security profile

e The settings of the trunk “non-security” profile should look like those in the example below. “Incoming
Port:” 5060.

almln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

admin
System » Cal Routing =  Media Resources »  Advanced Festures = Device »  Applicstion »  User Management »  Bulk Administration

Help -

urity Profile Configuration LB CONETTESE Back To Find/List
B Save xDEIEie Copy %Resa mz Apply Config Ell} A Mew

—Status

@ Status: Ready

—SIP Trunk Security Profile Information

Name* INDn Secure SIP Trunk Profile

Description INDn Secure SIP Trunk Profile authenticated by null Strir
Device Security Mode INon Secure ;I

Incoming Transport Type™® | TCP+UDP =l

Qutgoing Transport Type |L|Dp ;I

™ Enable Digest authentication
Nonce Yalidity Time (mins)*

|eoo

%.509 Subject Name

Incoming Port® I S060 I

™ Enable application level authorization

I Accept presence subscription
¥ Accept out-of-dialog refer®*
T2 Accept unsolicited notification
I3 Accept replaces header
™ Transmit security status

™ allow charging header

S1P V.150 Outbound SDP Offer Filtering® IStandardfiIter’ verwenden |

— Save Delete | Copy I REsetI Apply Config Add New
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6.5.2Deactivating TLS and sRTP for a CUCM line

e Change the profile from a “crypto security” profile to a ,non-security phone" profile.

e The settings of the line device in “non-security” profile should be as follows: “Incoming Port:” 5060.

ahaliy  Cisco Unified CM Administration

€ISCO [,y Cisco Unified Communications Solutions

Systemn =  CallRouting = Media Resources »  Advanced Festurez = Device = Application -

Phone Security Profile Configuration

Copry %Rese‘f ;Z Apply Config EDH A Mewy

— Status

@ Status: Ready

— Phone Security Profile Information

Product Type: Transnova =3
Dewvice Protocol: SIP
Marme*

|Transnova 53 - Standard SIP Mon-Secure Profile

Descriptian |Transnnva %3 - Standard SIP Mon-Secure Profile

Monce Validity Time* |6DD

Device Security MUdEann Secure =]
Transport Type® |TcP+UDFP =

" Enable Digest Authentication

™ Exclude Digest Credentials in Configuration File

— Parameters used in Phone
SIP Phone Port® [s060

Picture 73 - CUCM Line disable security
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7 Appendix

7.1 State of LED signals during the signing process
The LEDs on the control panel can signal the following states:

No meaning.

The system is generating a 1024/2048 key and will reboot subsequently.

SCEP mode: system is looking for the IP address of the CA server via DNS.

SCEP mode: CA server has been found. Enrolment is executed and system will reboot subsequently.

PO

Status:
1 2 3 4

Eine der roten LEDs 5 © | +— off on off on
wandert in 1Hz Takt 5 @ | —— off off on on
vorund zuriick o

Picture 74 - LED area of the CCU3

Power Ready ATA ISDN VoIP LAN
@ @ © © © © © @ @ @© @)
—
4—_
Status:
1 2 3 4
Eine der griinen LEDs
off on off on wandert in 1Hz Takt
off off on om vor und zuriick
Picture 75 - LED area of the S3
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Status:
1 2 3 4
off on off on <

off off on on

—
EE—

Eine der LEDs wandert in

1Hz Takt vor und zuriick

3| e e e

O
O

O

g ] ) el

Picture 76 - LED area of the CCU4
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7.2 Changeover between 1024/2048 bit RSA key

In the Trace Info Client under ,System-Security" the length of the current private RSA key is shown.
RSA key version: 00.00.00.01 - 1024 bit key
00.00.00.02 -> 2048 bit key

A new key is only generated if the key length is changed. A new key with the same length as the key already
existing in the system cannot be generated.

If a 1024 bit key was stored before the exchange of the key, with the next reboot a 2048 bit key will be
generated and vice versa. This private RSA key is secured and stored within the gateway and cannot be read
out.

The LEDs on the front plate show the creation of a new key (see section 7.1). The process may take a few
minutes (CCU3/S3: 4min/1024bit, 10min/2048bit — CCU4: 0,5min/1024bit, 1min/2048bit). The end of the key
creation is marked by a system reset.

TraceInfo Client 7.3.0 ME E3

 About ] Cnnnecliun[ Files ] Devicel Diagnursisl System Sta!e[ System resources  System Security I

P Licence
Licence loaded: YES Licence valid: YES [
Licence mask: 0 Licence versiore  00.08.03.00
Fiermweare version:  100.08.04.03
— TLS Licence/E.ey
Licence loaded:  YES Licence valid: YES [
HSA key installed. YES ASA keyvalid:  YES

RSA key verzion:  00,00.00.02

CRL file available; NO
Mumber of members: 3

rink_cert I nims_cert #ip_ceit I

Ext Help

Picture 77 — Display of the current key length
In order to change the key length in the system the following steps are run:

1. The required modification license, a special firmware license, is available from NovaTec. It is loaded into
the system like a normal firmware license.

2. Apart of this the new key length is specified in the configuration under ,Operating parameters® >
~RSA-key Settings".
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3. Load the configuration into the system.
4. The system generates a new key with changed length.

5. Please load the original NovaTec firmware license into the system anew now and activate it by
rebooting the gateway.

File Wiew Configuration data Encryption Extras Licensing Print  Help

-] MovaTec-System Operating parameters - B5A Key Settings
(2 NIP {MovaTec Inkernet Pathfinder)
=] D Jperating parameters
E Basic configuration

E Remote maintenance

E System time settings

--[E] Customer target data

-[E] Local area options

- [B) RSAkey Settings

---[E] SCEP Settings
-7 Call home settings
(1 Advanced Least Cost Router

R34 key Setting

RS Key value :

Picture 78 — Configuration of key length
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7.3 SCEP application

7.3.1NovaTec SCEP implementation

The protocol was designed in accordance with the so to speak norm of the internet engineering task force
“Cisco Systems Simple Certificate Enroliment Protocol draft-nourse-scep-20":

The so to speak norm describes 4 functions

1. Get CA/RA certificate (Demand of public certificate chain and enrol certificate)

2. Enroll certificate (signing of the certificate request)

3. Query certificate (Demand of a signed certificate)

4, Query CRL (Loading of the “Certificate Revocation List”.)
Function 1:

The function ,Get CA/RA certificate™ doesn't fit into today’s configuration concept as the public certificates or
certificate chains are provided with the configuration of the NovaTec systems. The unsecured access to the
certificate server is security relevant issue. As a rule it is demanded, that the fingerprint of the certificate is
manually surveyed by the operator for plausibility.

Function 2:

+Enroll certificate™ describes the actual ,Signing of the certificate request®. For this the client (NovaTec system)
has to enter its IP address into the ,X.509v3 extensions" in the request:

Example:
[x509v3_IPAddr]
subjectAltName=critical,IP: “192.168.1.1"

If the server is capable of automatic enrolment, the certificate request has to be secured with a password
additionally:

Example:

[ req_attributes ]

challengePassword = "A challenge password”
challengePassword_min = 4

challengePassword_max =20
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Function 3:

»Query certificate" allows requesting a signed certificate. Is not used at the moment as optional and dependant
on the used PKI.

Function 4:

»~Query CRL" loads and surveys the CRL list (“certificate revocation list”). Is not used at the moment as optional
and dependant on the used PKI.
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7.3.2 SCEP trace output

The module ,SCEPD" of the firmware conducts trace output in plaintext.

Example:
TI: 2011-03-01 11:38:51 0000050.483 EVENT SCEPD Starting SSCEP Version: 20081211
TI: 2011-03-01 11:38:51 0000050.575 EVENT SCEPD New transaction

TI: 2011-03-01 11:38:51 0000050.577 EVENT SCEPD SCEPD: transaction id:
08F1B9ESACC468335ECECAE4D8BFOA90

TI: 2011-03-01 11:38:51 0000050.577 EVENT SCEPD Generating selfsigned certificate
TI: 2011-03-01 11:38:57 0000057.069 EVENT SCEPD SCEP_OPERATION_ENROLL

TI: 2011-03-01 11:38:57 0000057.070 EVENT SCEPD Sending certificate request

TI: 2011-03-01 11:39:05 0000064.492 EVENT SCEPD  Server returned status code 200
TI: 2011-03-01 11:39:05 0000064.493 EVENT SCEPD Valid response from server

TI: 2011-03-01 11:39:05 0000064.548 EVENT SCEPD pkistatus: SUCCESS

TI: 2011-03-01 11:39:11 0000070.569 EVENT SCEPD  Write_local_cert

TI: 2011-03-01 11:39:11 0000070.569 EVENT SCEPD Found certificate with

TI: 2011-03-01 11:39:11 0000070.569 EVENT SCEPD subject:
'/C=DE/ST=NRW/L=Paderborn/O=NovaTec/OU=Support/CN=novatec/emailAddress=support@novatec.de'

TI: 2011-03-01 11:39:11 0000070.569 EVENT SCEPD issuer: /DC=NET/DC=DE/CN=caserverl

TI: 2011-03-01 11:39:11 0000070.570 EVENT SCEPD request_subject:
'/C=DE/ST=NRW/L=Paderborn/O=NovaTec/OU=Support/CN=novatec/emailAddress=support@novatec.de'

TI: 2011-03-01 11:39:11 0000070.570 EVENT SCEPD CN's of request and certificate matched!

TI: 2011-03-01 11:39:11 0000070.585 EVENT SCEPD Certificate written
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7.4 List of abbreviations

CA Certificate Authority

CCU3 Central Control Unit Model 3

CCu4 Central Control Unit Model 4

CRT Certificate

CSR Certificate Signing Request

CTL Certificate Trust List / CUCM

CUCM Cisco Unified Communications Manager

DHCP Dynamic Host Configuration Protocol

FW Firmware

IP Internet Protocol

MNT Maintenance Task in den NovaTec
NovaTec Administration & Management Element

NAMES Server

NMS NovaTec Management Server

PKI Public Key Infrastructure

Root-CA Root Certification Authority

Root-CRT Root-Certificate / CA-Certificate

RSA Rivest, Shamir & Adleman

RTP Real-Time Transport Protocol

S3 SIP Gateway Model 3

SCEP Simple Certificate Enrollment Protocol

SHA Secure Hash Algorithm

SIP Session Initiation Protocol

sRTP Secure Real-Time Transport Protocol

TI Trace-Info

TI-CA Trace-Info Certificate Authority

TLS Transport Layer Security

Trust List List of trustworthy CAs

VolP Voice over IP
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